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The Power of Information
Access to billions of records, to locate 
the exact data when you need it.



“When it comes to quality data on a budget, it’s the best of 
both worlds” - A Recent Data Customer
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&RQWUDFWRU�6XPPDU\

$ZDUGHG�6SHFLDO�,WHP�1XPEHUV
SIN 518210C
SIN 511210
1$,&6������� - On-Line Information Services, 
Small Business
6HFRQGDU\�1$,&6������� - Data Processing, 
Hosting, Related Services, Small Business

3ULFLQJ
Please see individual product descriptions 
and associated pricing tables. 

0D[LPXP�2UGHU
$500,000

0LQLPXP�2UGHU
$100

/RZHVW�3ULFHG�0RGHOV

6,1 511210 02'(/ 005-WEB-0001
Enformion for Contact Tracing $40.30

6,1 518210C 02'(/ GSA-Monthly-ZERO
GSA Enformion Monthly

Point of Production
1821 Q Street, Sacramento, 
California 95811, USA

,QIRUPDWLRQ�IRU�2UGHULQJ�2ƱFHV
No prompt payment discounts are 
DYDLODEOH�RU�RƬHUHG�

1RWLƮFDWLRQ�WKDW�*RYHUQPHQW�
SXUFKDVH�FDUGV�DUH�DFFHSWHG
Yes.

*RYHUQPHQW�SXUFKDVH�FDUGV�DUH�
DFFHSWHG�RU�QRW�DFFHSWHG�DERYH�
WKH�PLFUR�SXUFKDVH�WKUHVKROG
Yes.

9ROXPH�'LVFRXQWV
Varies for products and quantities 
ordered. 

3D\PHQW�7HUPV
Net 30

7LPH�RI�'HOLYHU\
Negotiated per agency request. 

,WHPV�3URGXFHG�2XWVLGH�WKH�
8QLWHG�6WDWHV
None.

([SHGLWHG�'HOLYHU\
Negotiated per agency request. 

2YHUQLJKW�'HOLYHU\
Negotiated per agency request. 

8UJHQW�5HTXLUHPHQWV
Negotiated per agency request. 

)2%�3RLQWV�
Varies by services ordered.

2UGHULQJ�$GGUHVV
See contractor address.

5HJLVWUDWLRQ�,Q�&&5�
'DWDEDVH
Registered in SAM database.

7D[�,GHQWLƮFDWLRQ�1XPEHU
94-3359257

'816�1XPEHU
859038655

&$*(�&RGH
4DBU1

3ULPDU\�1$,&6�������
Online Information Services, 
Small Business

6HFRQGDU\�1$,&6�������
Data Processing, Hosting, 
Related Services, Small Business

7HOHSKRQH
(855) 281-3915

)D[
(916) 790-5891

(PDLO
publicsector@enformion.com

&RQWDFW
Scott Johnson
Director of Government Services

6FKHGXOH�7LWOH
Information Technology (Cloud Solutions)

&RQWUDFW�1XPEHU
47QTCA19D001T

&RQWUDFW�3HULRG
Nov. 2, 2018, through Nov. 1, 2023

&RQWUDFWRU
&RQƮ�&KHN��,QF��
1821 Q Street
Sacramento, CA 95811

:HEVLWH
KWWSV���ZZZ�FRQƮ�FKHN�FRP

&RQWDFW�,QIRUPDWLRQ

6HFWLRQ�����&RPSOLDQFH
Yes.

:DUUDQW\�7HUPV
Standard

'LVFRXQWV
Pricing contained herein includes 
negotiated discounts. 

*HRJUDSKLF�&RYHUDJH
&RQƮ�&KHN�SURYLGHV�VHUYLFHV�LQ�DOO�&2186�
and OCONUS locations.

$0.00



([HFXWLYH�6XPPDU\
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$ERXW�&RQƮ�&KHN��,QF�
)RXQGHG�LQ�������&RQƮ�&KHN��,QF��LV�D�OHDGHU�LQ�WKH�'DWD�DV�D�6HUYLFH�LQGXVWU\��&RQƮ�&KHNoV�SXEOLF�DQG�
proprietary data sources provide data and intelligence to government and commercial organizations, 
with more than 6,000 data sources and 43 billion records.   

%XLOW�RQ�QH[W�JHQHUDWLRQ�WHFKQRORJ\�DQG�GDWD�VROXWLRQV��&RQƮ�&KHN�SURYLGHV�SRZHUIXO�VHDUFK�
technology and best-in-class innovation to deliver billions of records via the Enformion investigative 
web platform, API, and batch processing. 

&RQƮ�&KHN�SDUWQHUV�ZLWK�FXVWRPHUV�WR�GHOLYHU�GDWD�VROXWLRQV�FXVWRPL]HG�WR�WKHLU�ZRUNưRZ��6XVWDLQLQJ�
NH\��ORQJ�VWDQGLQJ�VWUDWHJLF�SDUWQHUVKLSV�ZLWK�D�FXVWRPHU�FHQWULF�DSSURDFK��&RQƮ�&KHN�RƬHUV�
EHVW�RI�EUHHG�GDWD��DQDO\WLFV��DQG�DSSOLFDWLRQV�WR�RXU�FXVWRPHUV�VHHNLQJ�LQVLJKWV�WR�HQKDQFH�
NQRZOHGJH��LPSURYH�HƱFLHQFLHV��DQG�EHWWHU�VHUYH�WKHLU�FOLHQWV�DQG�FRQVWLWXHQWV���

7KH�ELJ�GDWD�SODWIRUP�FRQQHFWV�ELOOLRQV�RI�UHFRUGV�WR�EXLOG�FRPSUHKHQVLYH�SURƮOHV�DERXW�LQGLYLGXDOV�LQ�
WKH�8QLWHG�6WDWHV��&RQƮ�&KHNoV�VLJQLƮFDQW�GDWD�EUHDGWK�FRQVLVWV�RI�FRQVXPHUV�LQ�FUHGLW��XQGHU�EDQNHG��
SURSHUW\�UHFRUGV��DQG�XWLOLW\�ƮOHV��DQG�PRUH��'DWD�LQFOXGHV�LQGLYLGXDOV�QRW�W\SLFDOO\�IRXQG�LQ�UHJXODU�FUHGLW�
and consumer databases, including those with limited or no credit histories. The data is matched to 
SXEOLF�UHFRUGV�GDWD�VHWV��LQFOXGLQJ�EDQNUXSWFLHV��OLHQV��FULPLQDO�UHFRUGV��HYLFWLRQV��IRUHFORVXUHV��
business data, and more.

&RQƮ�&KHN�KDV�LWV�URRWV�LQ�WKH�LQYHVWLJDWLRQ�DQG�SHUVRQ�ORFDWRU�VHUYLFHV�LQGXVWU\��SURYLGLQJ�GDWD�WR�D�
YDULHW\�RI�LQGXVWULHV��LQFOXGLQJ�ODZ�HQIRUFHPHQW��LQYHVWLJDWLYH��GHEW�FROOHFWLRQ��DQG�ƮQDQFLDO�VHUYLFHV��
$GGLWLRQDO�PDUNHW�RƬHULQJV�LQFOXGH�ZLWQHVV�ORFDWRU�VHUYLFHV�IRU�ODZ�ƮUPV��WRROV�IRU�WKH�GHWHFWLRQ�DQG�
investigation of fraudulent activity, constituent communications, and augmentation of law enforcement 
DQG�SULYDWH�LQYHVWLJDWRUoV�LQIRUPDWLRQ�V\VWHPV��&RQƮ�&KHNoV�FRQVXPHU�EXVLQHVV�LV�HVWDEOLVKHG�DV�WKH�
ZHOO�NQRZQ�,QWHUQHW�EUDQG��3HRSOH)LQGHUV�FRP��DQG�FRQWLQXHV�WR�HQMR\�VWURQJ�FRPPHUFLDO�VXFFHVV��

&RQƮ�&KHN�HPSOR\V�EHVW�LQ�FODVV�LQIRUPDWLRQ�DQG�F\EHUVHFXULW\�SUDFWLFHV��LQFOXGLQJ�QH[W�JHQHUDWLRQ�
ƮUHZDOO�V\VWHPV��PLQLPXP�DFFHVV�QHWZRUN�SURYLVLRQLQJ�IRU�HPSOR\HHV��DQG�PXOWL�IDFWRU�DXWKHQWLFDWLRQ�
to internal corporate policies and resources.
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7KH�(QIRUPLRQ�,QYHVWLJDWLYH�:HE�3ODWIRUP
&RQƮ�&KHN�RƬHUV�WKH�(QIRUPLRQ�LQYHVWLJDWLYH�ZHE�SRUWDO�RQ�WKH�*6$�6FKHGXOH����FRQWUDFW�ZLWK�WUDQVDFWLRQDO�DQG�ưDW�UDWH�SULFLQJ�
options.

'DWD�5HVRXUFHV
The following are descriptions of the various Core Resources and available Add-On Resources. Data and reports are searchable by 
multiple inputs, including name, address, phone number, SSN, DOB, and more.

:HE�$SSOLFDWLRQ�3RUWDO
&RQƮ�&KHN�RƬHUV�WKH�(QIRUPLRQ�LQYHVWLJDWLYH�ZHE�SRUWDO�RQ�WKH�*6$�6FKHGXOH����FRQWUDFW�ZLWK�ƮYH�ưDW�UDWH�DQG�WZR�WUDQVDFWLRQDO�
subscription pricing models. Data access via Application Program Interface (API) and Batch File Exchange (Batch) is available with any 
subscription selection, in addition to the web application portal.

7KH�GDWD�FRQWHQW�IRU�HDFK�VXEVFULSWLRQ�SULFLQJ�PRGHO�LV�LGHQWLFDO��7KH�SULFLQJ�DOWHUQDWLYHV�VHUYH�GLƬHUHQW�DQWLFLSDWHG�XVDJH�YROXPHV��
customer needs, and budget. 

3ULFLQJ�GLVFRXQWV�DUH�RƬHUHG�DQG�TXRWHG�EDVHG�RQ�WKH�YROXPH�DQG�OHQJWK�RI�WKH�VXEVFULSWLRQ�

&RUH�5HVRXUFHV

&RYHUV�QDWLRQZLGH�8&&�ƮOLQJV�DQG�8&&�OLHQV�ZLWK�
LGHQWLƮHG�FRPSDQLHV��EXVLQHVV�RZQHUV��ƮQDQFLDO�VFRUHV��
and more.  More than 38MM records added monthly.

8&&�)LOLQJV�	�/LHQV 3URIHVVLRQDO�/LFHQVHV
A unique data set of aggregated professional 
board-issued licenses.  

With coverage of over 95% of US Population, includes 
current and 40-year historical addresses, emails, phone 
numbers, relatives, associates, and SSNs, DoBs. 

3UHPLXP�3HRSOH�6HDUFK 5HYHUVH�3KRQH�/RRNXS
Instantly locate owners of phone numbers, including 
mobile, landline, VOIP, with more than 600MM phone 
numbers.

3HUVRQ�DGGUHVVHV��$.$oV��DLUFUDIW��DUUHVWV��DVVHVVRU��
EDQNUXSWFLHV��ELUWK��FULPLQDO��'%$�)%1��'($�OLFHQVHV��
death, deeds, divorce, email addresses, evictions, 
IRUHFORVXUHV��MXGJPHQWV��OLHQV��QHLJKERUV��SKRQH�
QXPEHUV��SURIHVVLRQDO�OLFHQVHV��UHODWLYHV�DVVRFLDWHV��
QDWLRQZLGH�FULPLQDO��WUDƱF��86�FRUSRUDWLRQV�

&RPSUHKHQVLYH�3HUVRQ�5HSRUW

661�9HULƮFDWLRQ
History of all individuals with a provided Social Security 
Number associated with the record.

5HJLVWHUHG�DLUFUDIW�YHKLFOHV�YHVVHOV��VHDUFKDEOH�E\�WKH�
owner, address of registration record, SSN, or registry 
tag number with variances by individual state regulation.

9HKLFOH��$LUFUDIW��$XWR��9HVVHO��5HSRUWV &ULPLQDO�5HFRUG���1DWLRQZLGH
1DWLRQZLGH�DUUHVWV��FULPLQDO�FRQYLFWLRQV��VH[�RƬHQGHU��
WUDƱF��DQG�ZDQWV�	�ZDUUDQWV��2)$&��PRUH�WKDQ����00�
RƬHQVH�DQG�RƬHQGHU�UHFRUGV�

All current and previous real property owned, with 
assessor and deed records for each, including valuation 
PRGHOV��PRUH�WKDQ�������FRXQWLHV�FRYHUHG�QDWLRQZLGH�

3URSHUW\�5HFRUGV

([HFXWLYHV��DƱOLDWHG�EXVLQHVVHV��FRUSRUDWH�
EDQNUXSWFLHV��VWDWXV�RI�WKHLU�FRUSRUDWH�ƮOLQJV�DQG�DQQXDO�
GLVFORVXUHV��'%$V��DQG�PRUH��/LHQV�DQG�8&&�ƮOLQJV�DUH�
also available and included if relevant.

86�&RUSRUDWH�)LOLQJ�5HFRUGV &RUSRUDWH�5HFRUGV�s�1HZ�%XVLQHVV�5HFRUGV
)UDQFKLVH�UHODWLRQVKLSV��DQG�RWKHU�DƱOLDWHG�OLQNV�VXFK�DV�
FRPPRQ�UHJLVWUDWLRQ�DJHQWV�RU�RƱFHUV�

3XEOLF�5HFRUGV�6HDUFK
Comprehensive details based on publicly available 
UHFRUGV��LQFOXGLQJ�EDQNUXSWF\��OLHQV��MXGJPHQWV��FULPLQDO�
records, evictions, foreclosures, property records, and 
more. This search is included in a Comprehensive 
Person Report.
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3DWULRW�$FW
Patriot Act list statuses.Drug Enforcement Administration (DEA) license and the 

registration number issued to a health care provider 
allowing the provisioning of prescriptions for controlled 
substances. 

'($�/LFHQVHV

Using PII data, users can instantly verify identity and 
score accuracy using names, address, phone number, 
SSN, DOB.

,GHQWLW\�9HULƮFDWLRQ

$FFHVV�PRUH�WKDQ����PLOOLRQ�EDQNUXSWF\�UHFRUGV�DQG�
covering 50 states with details including case number, 
chapter type, disposition, assets, attorney names, 
courts, debtors, and more. 

%DQNUXSWF\�5HFRUGV

:LWK�PRUH�WKDQ����0�UHFRUGV�LQ�WKH�8�6���MXGJPHQW�
include records for all 50 states with debtor records, 
WRWDO�OLHQ�MXGJPHQW�GDWD��

-XGJPHQWV

Eviction records cover all 50 states, with details related 
to each eviction record.

(YLFWLRQ�5HFRUGV

:RUNSODFH���3HRSOH�DW�:RUN
/RFDWH�D�SHUVRQoV�HPSOR\PHQW�KLVWRU\�ZLWK�
self-reported records, including company name, 
address, dates, and historical records.

/LHQV
Involuntary liens include tax liens with more than 90 
million records. Details include access to more 
information associated with each lien, petitioner, 
respondent, tax lien dates, and more.

3UH�)RUHFORVXUH�5HFRUGV
Pre-foreclosure records include nationwide coverage 
with details of dates, names, loan amounts, defaults, and 
more. 

5HODWLYHV�DQG�$VVRFLDWHV
Locate relatives and associates with 40 years of 
address and telephone number histories, including 
shared residences.

With more than 100M deceased records, data is 
XSGDWHG�UHJXODUO\�DQG�ưDJJHG�WR�WKH�XQLTXH�SHUVRQ�
records with date of death.

'HFHDVHG�5HFRUGV

$GG�2Q�5HVRXUFHV

$Q�H[KDXVWLYH�VHDUFK�RI�DQ�LQGLYLGXDOoV�VRFLDO�PHGLD�
accounts, records, postings and “footprints” around the 
web.

6RFLDO�0HGLD�5HSRUW 9HKLFOH�5HJLVWUDWLRQ�5HFRUGV
6LQJOH�VWDWH�VHDUFK�RI�DQ�LQGLYLGXDOoV�GULYHU�UHFRUG��IHHV�
vary by state.

Access to real-time incarceration data available on the 
Enformion investigative web platform.

5HDO�7LPH�,QFDUFHUDWLRQ�5HFRUGV

Continuous monitoring of persons of interest can be 
added with alerts highlighted when records change, and 
when new records are added.

'DWD�$OHUWV�DQG�0RQLWRULQJ &XVWRP�'DWD�3URGXFWV
&XVWRP�LQWHJUDWLRQ�RI�&RQƮ�&KHN�DQG�WKLUG�SDUW\�GDWD�

&RPSUHKHQVLYH�%XVLQHVV�&UHGLW�5HSRUWV�
Access to comprehensive business credit reports 
available on the Enformion investigative web platform.

5LVN�,QGLFDWRUV
:LWK�HDFK�UHFRUG�VHDUFKHG�DQG�SUHVHQWHG�HLWKHU�YLD�WKH�RQOLQH�LQYHVWLJDWLYH�SODWIRUP��$3,�RU�EDWFK��ưDJV�DUH�VHW�WR�LGHQWLI\�GHURJDWRU\�
indicators as well as asset integrators, including:

%DQNUXSWFLHV
Liens
Judgments

Criminal Records
Evictions
Foreclosures

Property Ownership
Professional Licenses
'ULYHUoV�/LFHQVH�1XPEHU

:RUNSODFH�'DWD
Business Records



%DVH�&RQWDFW�,QIRUPDWLRQ�
Current address
Phone numbers (mobile, landline, VOIP)
Email addresses
AKAs
661�YHULƮFDWLRQ
'2%�YHULƮFDWLRQ
,GHQWLW\�9HULƮFDWLRQ

(QIRUPLRQ�IRU�)UDXG�DQG�&DVH�,QYHVWLJDWLRQV��()&,� 3URGXFW�6SHFLƮFDWLRQV
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(QIRUPLRQ�IRU�)UDXG�DQG�&DVH�,QYHVWLJDWLRQV��()&,�
7KH�()&,�6XLWH�RƬHUV�IRXU�SUH�EXQGOHG�SDFNDJHV�WR�FKRRVH�IURP��HDFK�ZLWK�ưDW�UDWH�VXEVFULSWLRQ�SULFLQJ��

Enformion for Fraud and Case Investigations equips civilian, government, and armed services professionals with the tools and data 
they need to: 

7KH�SODWIRUP�VWUHDPOLQHV�LQYHVWLJDWLYH�SURFHVVHV�WR�LPSURYH�HƱFLHQF\��)RXU�SUH�FRQƮJXUHG�VROXWLRQV�DUH�RƬHUHG��DV�ZHOO�DV�WKH�
FXVWRPL]DEOH�DQG�ưH[LEOH�(QIRUPLRQ�(QWHUSULVH�SDFNDJH��IRU�XQLTXH�UHTXLUHPHQWV�

7KHVH�SDFNDJHV�LQFOXGH�

9HULI\�,GHQWLWLHV�DQG�0LWLJDWH�5LVN
(QIRUPLRQ�IRU�&UHGHQWLDOLQJ��()&�

Reduce Entitlement Program Fraud and Waste
(QIRUPLRQ�IRU�&LYLO�(QIRUFHPHQW��(&(�

Investigate Leads, Cases, and Persons of Interest
(QIRUPLRQ�IRU�-XVWLFH��()-�

*RYHUQPHQW�FXVWRPHUV�UHTXLUH�DFFXUDWH�LGHQWLW\�YHULƮFDWLRQ�DQG�ULVN�LQGLFDWRUV�WR�PDNH�HƱFLHQW�LGHQWLW\�DQG�FUHGHQWLDOLQJ�
DGMXGLFDWLYH�GHFLVLRQV�

()&�SURYLGHV�DJHQFLHV�VSHFLDOL]HG�GDWD�WR�YHULI\�LQGLYLGXDOVo�LGHQWLW\�DQG�ULVN�LQGLFDWRUV�EHIRUH�WKH�LVVXDQFH�RI�DFFHVV�FUHGHQWLDOV��
,GHQWLW\�9HULƮFDWLRQ�LV�LQFOXGHG�LQ�WKH�()&�SURGXFW�VXLWH�

,Q�WKH�SDVW��VXFK�LQYHVWLJDWLRQV�UHTXLUHG�PDQXDO�UHVHDUFK�DQG�YHULƮFDWLRQV�WR�RUJDQL]H�WKH�UHOHYDQW�IDFWV�RI�WKH�VXEMHFWoV�KLVWRU\�WR�
render a decision. Enformion accelerates credentialing examinations with accurate data you can trust. Our data will help to speed up 
WKH�YHULƮFDWLRQ�SURFHVV��DV�ZHOO�DV�HQVXUH�DXWKRUL]HG�LQGLYLGXDOVo�H[SHGLHQW�DFFHVV��

:LWK�()&��DFFHVV�LV�SURYLVLRQHG�WR�(QIRUPLRQoV�FRPSUHKHQVLYH�3UHPLXP�3HRSOH�6HDUFK��ZLWK�,GHQWLW\�9HULƮFDWLRQ�DQG�ULVN�LQGLFDWRU�
data.  EFC services can also be accessed via API integration and batch processing. 

(QIRUPLRQ�IRU�&UHGHQWLDOLQJ��()&�

Locate Individuals Possibly Exposed to a Contagious Disease
(QIRUPLRQ�IRU�&RQWDFW�7UDFLQJ��(&7�

Customizable Solutions to Meet a Wide Variety of Business 
Requirements

(QIRUPLRQ�IRU�(QWHUSULVH��((�

:KDWoV�,QFOXGHG�

&RPSUHKHQVLYH�'DWD�$WWULEXWHV�
%DQNUXSWFLHV
Liens
Judgments
Foreclosures
Evictions
Nationwide criminal records
Property ownership

$YDLODEOH�'DWD�$FFHVV�
A web platform for manual 
searches with seat pricing

Customized Batch Processing for 
high-volume demands

API access services for integration 
ZLWK�WKLUG�SDUW\�LGHQWLW\�YHULƮFDWLRQ�
applications

Locate people
Investigate individuals
Uncover assets

Investigate businesses
Detect fraud
8QFRYHU�DVVRFLDWH�OLQNDJHV�EHWZHHQ�SHRSOH�DQG�EXVLQHVVHV
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(QIRUPLRQ�IRU�&LYLO�(QIRUFHPHQW��(&(�
(&(�VHUYHV�WKH�QHHGV�RI�JRYHUQPHQW�DJHQFLHV�WKDW�LQYHVWLJDWH�RU�DGMXGLFDWH�FODLPV�IRU�HQWLWOHPHQWV��EHQHƮWV��ZHOIDUH�SURJUDPV��RU�
environmental regulations.

*RYHUQPHQW�VXEVLGLHV��ZHOIDUH��KHDOWK��DQG�RWKHU�EHQHƮWV�SURJUDPV�DUH�WKHUH�WR�KHOS�WKRVH�LQ�QHHG��5HGXFLQJ�IUDXG�DQG�ZDVWH�LV�D�
critical part of maintaining program integrity.

7KH�GDWD�DYDLODEOH�WKURXJK�(&(�LV�LQYDOXDEOH�WR�WKRVH�WKDW�GHDO�ZLWK�HQWLWOHPHQW�IUDXG�DQG�ZDVWH�DV�LW�UHODWHV�WR�VRFLDO�EHQHƮWV��
including: 

(&(�FDQ�KHOS�GHWHFW�WKH�LQFLGHQFH�RI�IUDXG�DQG�ZDVWH�PRUH�TXLFNO\�WKDQ�WUDGLWLRQDO�PRGHV�RI�LQYHVWLJDWLRQ��ZLWK�LQVWDQW�DFFHVV�WR�
premium data.

:KDWoV�,QFOXGHG�

&RPSUHKHQVLYH�'DWD�$WWULEXWHV�
%DQNUXSWFLHV
Liens
Judgments
Foreclosures
Evictions
Nationwide criminal records

$YDLODEOH�'DWD�$FFHVV�
A web platform for manual 
searches with seat pricing

Customized Batch Processing for 
high-volume demands

Pension and retirement
+HDOWK�	�+XPDQ�6HUYLFHV
+HDOWKFDUH�EHQHƮWV
Unemployment claims

Environmental enforcement
7D[�	�5HYHQXH
Provider claims fraud
Medicaid dual enrollment

Women, Infants, and Children (WIC) vendor 
DGMXGLFDWLRQ
Pretrial discovery

%DVH�&RQWDFW�,QIRUPDWLRQ�
Current address
Phone numbers (mobile, landline, VOIP)
Known relatives and associates
AKAs
Property ownership and records
Business and place of employment records

(QIRUPLRQ�IRU�-XVWLFH��()-�
()-�SURYLGHV�FULPLQDO�MXVWLFH�DQG�QDWLRQDO�VHFXULW\�DJHQFLHV�ZLWK�TXLFN�DFFHVV�WR�WKH�LQYHVWLJDWLYH�WRROV�DQG�UHVRXUFHV�WKH\�QHHG�WR�
locate persons of interest and develop investigatory leads.

7KH�VRIWZDUH��WRROV��DQG�GDWD�EXQGOHG�LQ�()-�FDQ�EHQHƮW�XVHUV�OLNH�

:LWK�HDVH�RI�XVH�DQG�LQVWDQWDQHRXV�GDWD�UHWULHYDO��()-�SLQSRLQWV�D�SHUVRQoV�FRQWDFW�LQIRUPDWLRQ��ODVW�NQRZQ�UHVLGHQFH��SHUVRQDO�
relationships, business entanglements, tangible assets, and contextual information found via social media searches and data retrieval.

:KDWoV�,QFOXGHG�

%DVH�&RQWDFW�,QIRUPDWLRQ�
Current address, with 40-year historical data
Phone numbers (mobile, landline, VOIP)
Known relatives and associates
Email addresses
AKAs
Property ownership and records
:RUNSODFH���SODFH�RI�HPSOR\PHQW�UHFRUGV
Professional licenses
Business Records

&RPSUHKHQVLYH�'DWD�$WWULEXWHV�
%DQNUXSWFLHV
Liens
Judgments
Foreclosures
Evictions
Nationwide criminal records
5HDO�7LPH�,QFDUFHUDWLRQ�6HDUFK�3DFNV
6RFLDO�0HGLD�5HFRUGV�3DFNV
8&&�)LOLQJV�	�/LHQV

$YDLODEOH�'DWD�$FFHVV�
A web platform for manual 
searches with seat pricing

Customized Batch Processing for 
high-volume demands

Departments of Justice
State prosecutors
Tax courts

State police
3XEOLF�6DIHW\�RƱFHV
Correctional institutions

Armed Services
Homeland Security
Private sector legal defense

Emergency management



(QIRUPLRQ�IRU�)UDXG�DQG�&DVH�,QYHVWLJDWLRQV��()&,� 3URGXFW�6SHFLƮFDWLRQV

9SINs 518210C, 511210
&RS\ULJKW��������&RQƮ�&KHN��,QF��$OO�5LJKWV�5HVHUYHG

(QIRUPLRQ�IRU�&RQWDFW�7UDFLQJ��(&7�
(&7�SURYLGHV�DQ�LPPHGLDWH�VWDUWLQJ�SRLQW�IRU�SXEOLF�KHDOWK�DQG�GLVDVWHU�UHOLHI�ZRUNHUV�WR�TXLFNO\�LGHQWLI\�D�VXEMHFWoV�QHWZRUN�RI�IDPLO\��
IULHQGV��QHLJKERUV��DQG�ZRUN�DVVRFLDWHV�

:KHQ�D�YLFWLP�SUHVHQWV�ZLWK�D�KLJKO\�FRQWDJLRXV�GLVHDVH��VXFK�DV�&29,'�����SXEOLF�KHDOWK�ZRUNHUV�PXVW�DFW�TXLFNO\�WR�LGHQWLI\�WKH�
RWKHU�LQGLYLGXDOV�ZLWK�ZKRP�WKH�VXEMHFW�KDV�EHHQ�LQ�UHFHQW�FRQWDFW��%HJLQQLQJ�E\�LGHQWLI\LQJ�IULHQGV��IDPLO\�PHPEHUV��DQG�FORVH�
QHLJKERUV�LV�FULWLFDO�IRU�HƬHFWLYH�FRQWDFW�WUDFLQJ��

(QIRUPLRQ�FRPELQHV�SHUVRQDO�UHODWLRQVKLS�LQIRUPDWLRQ�ZLWK�VNLS�WUDFLQJ�GDWD�WR�TXLFNO\�UHDFK�WKRVH�SRWHQWLDOO\�DƬHFWHG�LQGLYLGXDOV��

$QG�ZLWK�VXSSRUW�IRU�LQ�RƱFH�UHVHDUFKHUV�DQG�ƮHOG�ZRUNHUV�DOLNH��WKH�(QIRUPLRQ�SODWIRUP�LV�FRPSDWLEOH�ZLWK�DOO�PDMRU�GHVNWRS�ZHE�
browsers and mobile devices.

(QIRUPLRQ�IRU�(QWHUSULVH��((�
((�FRPELQHV�XQOLPLWHG�FRUH�GDWD�VHUYLFHV�ZLWK�WKH�ưH[LELOLW\�WR�DGG�DGGLWLRQDO�GDWDEDVHV�RU�IHDWXUHV��&RQƮ�&KHN�RƬHUV�RXU�(QIRUPLRQ�
(QWHUSULVH�SDFNDJH�DV�D�VWDUWLQJ�SRLQW�IRU�FXVWRPL]HG�VHUYLFH�GHOLYHU\�WR�PHHW�FXVWRPHU�UHTXLUHPHQWV�IRU�XQLTXH�FRPELQDWLRQV�RI�
search and database access features.   

$QG�ZLWK�VXSSRUW�IRU�LQ�RƱFH�UHVHDUFKHUV�DQG�ƮHOG�ZRUNHUV�DOLNH��WKH�(QIRUPLRQ�SODWIRUP�LV�FRPSDWLEOH�ZLWK�DOO�PDMRU�GHVNWRS�ZHE�
browsers and mobile devices and includes comprehensive data, covering more than 95% of the U.S. population.

>�QRW�LQFOXGHG�LQ�SDFNDJH�@

002-WEB-0001

3DUW�1XPEHU

003-WEB-0001

004-WEB-0001

005-WEB-0001

001-WEB-0001

Enformion for Credentialing

3URGXFW�1DPH

Enformion for Civil Enforcement

Enformion for Justice

Enformion for Contact Tracing

Enformion for Enterprise

511210

*6$�6,1

511210

511210

511210

511210

$50.38

0RQWKO\�3ULFH�3HU�6HDW��,QFOXGLQJ�,))

$61.46

$109.82

$40.30

$72.54

:KDWoV�,QFOXGHG�

%DVH�&RQWDFW�,QIRUPDWLRQ�
&XUUHQW�DGGUHVV�ORFDWLRQ
Current phone numbers – mobile and landline
Known relatives and associates
3ODFH�RI�ZRUN�LQIRUPDWLRQ
Neighbor information

&RPSUHKHQVLYH�'DWD�$WWULEXWHV� $YDLODEOH�'DWD�$FFHVV�
A web platform for manual 
searches with seat pricing

Customized Batch Processing for 
high-volume demands

:KDWoV�,QFOXGHG�

%DVH�&RQWDFW�,QIRUPDWLRQ�
Current address
Phone numbers (mobile, landline, VOIP)
Known relatives and associates
AKAs 
Property ownership and records
Business and place of employment records

$YDLODEOH�'DWD�$FFHVV�
A web platform for manual 
searches with seat pricing

Customized Batch Processing for 
high-volume demands

&RPSUHKHQVLYH�'DWD�$WWULEXWHV�
%DQNUXSWFLHV
Liens
Judgments
Foreclosures
Evictions
Nationwide criminal records
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*6$�3ULFLQJ�6FKHGXOH

,Q�$SS�6HUYLFH�'HOLYHU\�3ULFLQJ��*6$�0RQWKO\�=HUR�DQG�0RQWKO\����2QO\�

(QIRUPLRQ�WUDQVDFWLRQDO�DFFHVV�LV�RƬHUHG�IRU�LQWHUDFWLYH�GDWD�GLVFRYHU\��GDWD�PLQLQJ��DQG�UHSRUWLQJ��$3,�DQG�EDWFK�ƮOH�DFFHVV�RSWLRQV�
are also available with volume-based discounting.

:HE�$SSOLFDWLRQ�3RUWDO
2XU�(QIRUPLRQ�LQYHVWLJDWLYH�ZHE�SRUWDO��(QIRUPLRQ�RQOLQH�SODWIRUP��VXEVFULSWLRQ�LV�RƬHUHG�ZLWK�WZR�WUDQVDFWLRQDO�SULFLQJ�PRGHOV��7KH�
data content for each subscription pricing model is identical.

The *6$�0RQWKO\�=HUR features our base GSA-negotiated query and reporting in-app usage fees but does not have a monthly 
minimum fee.  

The *6$�0RQWKO\��� includes a sizable discount for each in-app query and reporting fee for a $25.00 monthly commitment per seat.  
7KH��������PRQWKO\�IHH�LV�FUHGLWHG�WR�LQ�DSS�XVDJH�LQFXUUHG�PRQWKO\��DQ\�VXUSOXV�GRHV�QRW�UROO�RYHU�WR�WKH�IROORZLQJ�PRQWK�

GSA-Monthly-25

3DUW�1XPEHU

GSA-Monthly-ZERO

GSA Enformion Monthly

3URGXFW�1DPH

GSA Enformion Monthly

518210C

*6$�6,1

518210C

��������6XEMHFW�WR�,Q�$SS�$GGLWLRQDO�3ULFLQJ

0RQWKO\�3ULFH�3HU�6HDW��,QFOXGLQJ�,))

�������6XEMHFW�WR�,Q�$SS�$GGLWLRQDO�3ULFLQJ

Comprehensive Person Report

Service

Premium Person Search

Real Property-Combined Search

Assessor Property Records

Deeds Records

661�9HULƮHU�3OXV

%DQNUXSWF\��/LHQ��-XGJHPHQW�
Records - combined

%DQNUXSWF\�5HFRUGV

Eviction Records

Pre-Foreclosure Records

Tax Lien Records

Civil Judgments

Criminal Records

Arrest Records

3URKLELWHG�3DUW\���7HUURULVP�
Search (OFAC)

$�FRPSUHKHQVLYH�%DFNJURXQG�5HSRUW�LQFOXGLQJ�SHUVRQ�GHWDLOV��
EDQNUXSWFLHV��OLHQV��MXGJPHQWV��FULPLQDO�UHFRUGV��HYLFWLRQV��SURSHUW\�
records, pre-foreclosure, business records, deceased records

'HVFULSWLRQ

Current Locator and Contact Information Report including full names, 
addresses, phones, emails relatives, associates, DOB, and SSN

Comprehensive Report for a Provided Property Address or APN 
including mortgage, open liens, property values and more

County Assessor Data 

Records of Property Deeds records

9HULƮHV�6RFLDO�6HFXULW\�1XPEHU�3URYLGHG

&RPSUHKHQVLYH�'HEW�5HFRUGV�LQFOXGLQJ�GHWDLOV�%DQNUXSWF\��/LHQV��
Judgements records

)LOLQJ�DQG�'LVFKDUJH�'DWHV�RI�%DQNUXSWF\

Nationwide Eviction Case Records

Real Property Pre-Foreclosure Records

Unpaid tax lien information

Civil Case Judgment Records

6WDWH�/RFDO�)HGHUDO�&ULPLQDO�5HFRUGV�LQFOXGLQJ�IHORQLHV��PLVGHPHDQRUV��
ZDQWV��ZDUUDQWV��VH[�RƬHQGHU��2)$&�EODFNOLVW��ZDUUDQWV��DUUHVWV

6WDWH�/RFDO�)HGHUDO�$UUHVW�5HFRUGV

OFAC prohibited parties list

$3.48

*6$�0RQWKO\�=HUR

$0.70

$1.39

$1.39

$1.39

$0.17

$2.09

$0.70

$0.70

$0.70

$0.70

$0.70

$3.48

$0.70

$0.35

$3.17

*6$�0RQWKO\���

$0.63

$1.27

$1.27

$1.27

$0.16

$1.90

$0.63

$0.63

$0.63

$0.63

$0.63

$3.17

$0.63

$0.32
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7UDƱF�5HFRUGV

National Warrants

&ULPLQDO�3URƮOH

1DWLRQZLGH�7UDƱF�5HFRUGV

1DWLRQZLGH�&ULPLQDO�:DQWV�:DUUDQWV

Comprehensive Criminal Record Report

$0.35

$0.35

$5.21

$0.32

$0.32

$4.76

Combined Business Search

Service

'%$���)%1�5HFRUGV

FEIN-Tax ID Records

U.S. Corporation Records

:RUNSODFH�5HFRUGV

Social Media Search

0LQL�3URƮOH

1HLJKERUKRRG�3URƮOH

Shared Residence Report

DEA Licenses

+XQWLQJ�	�)LVKLQJ�/LFHQVHV

Pilot's Licenses

Professional Licenses

$OO�'RFNHW

$SSHOODWH�'RFNHW

Comprehensive business reports from US Corporations, new 
EXVLQHVV�ƮOLQJV�DQG�8&&�ƮOLQJV

'HVFULSWLRQ

1HZ�EXVLQHVV�ƮOLQJV�GDWDEDVH�LQFOXGLQJ�&RUSRUDWH�DQG�EXVLQHVV�
Doing Business As (DBA) and Fictitious Business Names (FBN)

Federal Employer ID Records

86�&RUSRUDWLRQ�5HJLVWUDWLRQ�VRXUFHV�IURP�6HFUHWDU\�RI�6WDWH�ƮOLQJV

Place of Employment Records, self-reported

5HDO�WLPH�,QWHUQHW�VHDUFK�DGGLWLRQDO�VRFLDO�PHGLD�SURƮOHV��DQG�
related website content

3HUVRQ�3URƮOH�UHSRUW

Search by address to return Neighbors

,GHQWLƮFDWLRQ�RI�6KDUHG�5HVLGHQFH�$GGUHVV�RI�,QGLYLGXDOV

DEA Controlled Substance Licenses

Hunting and Fishing License Holders

FAA Pilot's Licenses

State Professional License Issue

$OO�&RXUW�'RFNHW�5HFRUGV

86�$SSHDOV�&RXUW�'RFNHW

$2.09

*6$�0RQWKO\�=HUR

$0.70

$0.70

$0.70

$1.74

$6.95

$1.04

$0.70

$0.70

$0.70

$0.35

$0.70

$0.70

$2.78

$0.70

$1.90

*6$�0RQWKO\���

$0.63

$0.63

$0.63

$1.59

$6.88

$0.95

$0.63

$0.63

$0.63

$0.32

$0.63

$0.63

$2.54

$0.63

%DQNUXSWF\�'RFNHW

)HGHUDO�&LYLO�'RFNHW

)HGHUDO�&ULPLQDO�'RFNHW

6H[�2ƬHQGHU�5HFRUGV

Birth Records

Death Records

Divorce Records

Marriage Records

3UHPLXP�3URƮOH�5HSRUW

7HOHSKRQH���&HOO�3KRQH�5HSRUW

86�%DQNUXSWF\�&RXUW�'RFNHW

86�&LYLO�&DVH�'RFNHW

US Federal Criminal Record

1DWLRQDO�6H[�2ƬHQGHU�5HJLVWU\

Stand-alone search of birth records

Stand-alone search of deceased records

Stand-alone search of divorce records

Stand-alone search of marriage records

3UHPLXP�3HUVRQ�3URƮOH�5HFRUG

1DWLRQZLGH�/DQGOLQH�DQG�0RELOH�3KRQH�1XPEHUV�IRU�WKH�6XEMHFW

$1.39

$1.39

$1.39

$0.35

$0.35

$0.17

$0.35

$0.17

$3.48

$2.09

$1.27

$1.27

$1.27

$0.32

$0.32

$0.16

Aircraft Records

Domain Registrations

Vehicle Ownerships

Vessel Records

Aircraft Registration

Internet Domain Name Registrations

Motor Vehicle Ownership records

Vessel Registration Information

$0.70

$0.35

$1.39

$0.70

$0.63

$0.32

$1.27

$0.63

$0.32

$0.16

$3.17

$1.90
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5HDO�7LPH�$UUHVW�DQG�,QFDUFHUDWLRQ�6HDUFK
$�UHDO�WLPH�VHDUFK�IRU�D�VXEMHFWoV�UHFHQW�DUUHVW��ERRNLQJ��DQG�LQFDUFHUDWLRQ�WKURXJKRXW�DSSUR[LPDWHO\�����RI�86�MXULVGLFWLRQV��LQ�
real-time. The recency of available data will range from a few hours to one business day, dependent upon sourcing input lag.

$YDLODEOH�$GG�2QV
&RQƮ�&KHN�RƬHUV�VHDUFK�DQG�UHSRUWLQJ�RI�RXU�&RUH�5HVRXUFHV�WR�RXU�JRYHUQPHQW�FXVWRPHUV�RQ�DQ�XQOLPLWHG�EDVLV��DW�QR�DGGLWLRQDO�
cost. 

&RUH�5HVRXUFHV�DUH�GHƮQHG�DV�WKRVH�FDSDELOLWLHV�WKDW�ZH�SURYLGH�IRU�VKDUHG�DFFHVV�E\�WKH�PDMRULW\�RI�RXU�FXVWRPHUV��&RQƮ�&KHN�
integrates additional specialized capabilities our partners, on an on-demand basis. (See “Data Resources,” pages 5, for more 
information.)

&RPSUHKHQVLYH�%XVLQHVV�&UHGLW�5HSRUW
&RQƮ�&KHN�KDV�SDUWQHUHG�ZLWK�DQ�H[SHUW�LQ�WKH�EXVLQHVV�ƮQDQFLDO�UHSRUWLQJ�PDUNHW�WR�SURYLGH�LQWHJUDWHG�DQDO\WLFDO�UHSRUWLQJ�RI�WKH�
VXEMHFW�FRPSDQ\oV�HFRQRPLF�RXWORRN��

Publicly traded and privately held company reports are available, with varying levels of information available. Data such as 
LPSRUW�H[SRUW�WUDGH�YROXPH��TXLFN�UDWLRV��DYHUDJH�GD\V�WR�SD\�YHQGRUV��DQG�RWKHU�GHVFULSWRUV�ZLWK�WKH�SURYLGHG�ƮQDQFLDO�UHSRUWLQJ�
suite.

3UHPLXP�6RFLDO�0HGLD�6HDUFK
3URƮOHV�LQFOXGH�D�EDVLF�VRFLDO�PHGLD�SURƮOH�VXPPDU\��VXFK�DV�NQRZQ�XVHUQDPHV�DVVRFLDWHG�ZLWK�WKH�VXEMHFW��7KH�3UHPLXP�6RFLDO�
0HGLD�6HDUFK�FRQGXFWV�DQ�H[KDXVWLYH�VHDUFK�RI�WKH�VXEMHFW�WKURXJKRXW�VRFLDO�PHGLD�DQG�WKH�EURDGHU�,QWHUQHW�

5HSRUWV�SURYLGH�D�WKXPEQDLO�LPDJHV�DQG�D�K\SHUOLQN�WR�WKH�VRXUFH��7HOHSKRQH�QXPEHUV��IDPLO\�PHPEHUV��DQG�EXVLQHVV�UHIHUHQFHV�
�VXFK�DV�VRFLDO�PHGLD�UHYLHZV�OLNH�WKRVH�RQ�<HOS�RI�D�EXVLQHVV�RZQHG��DUH�FRPPRQ��2U��D�EXVLQHVV�VHDUFK�FDQ�EH�SHUIRUPHG�XVLQJ�
FULWHULD�OLNH�WKH�EXVLQHVV�QDPH�RU�D�SXEOLVKHG�EXVLQHVV�SKRQH�QXPEHU�

&RQWLQXRXV�0RQLWRULQJ
Persons of Interest may be monitored for future updated information, such as a newly activated mobile phone or a freshly reported 
address.  Records can be set up to monitor for changes include:

%DQNUXSWFLHV
Liens
Judgments

Criminal Records
Evictions
Foreclosures

Property Ownership
New Addresses
New Phone Numbers
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005-MTR-4001

3DUW�1XPEHU

005-MTR-4002

005-MTR-4003

005-WEB-0009

005-WEB-0010

Continuous Monitoring Service

3URGXFW�1DPH

Continuous Monitoring Service

Continuous Monitoring Service

Premium Social Media Report

Premium Social Media Report

*6$�6,1

511210

511210

511210

511210

511210

$0.14

3ULFH��,QFOXGLQJ�,))

$13.50

$127.90

$593.81

$5,938.08

4XDQWLW\

100

1

1,000

100

1,000

$YDLODEOH�$GG�2Q�3ULFLQJ�6FKHGXOH

$3,�DQG�%DWFK�)LOH�6HUYLFHV
&RUH�GDWD�DVVHWV�FDQ�EH�GHOLYHUHG�YLD�$3,�ZHE�VHUYLFHV�RU�DV�D�GRZQORDGDEOH�ƮOH�GURS�IRU�XVH�LQ�WKLUG�SDUW\�VRIWZDUH�DSSOLFDWLRQV�
�VXFK�DV�FDVH�PDQDJHPHQW�V\VWHPV���7R�SURYLVLRQ��&RQƮ�&KHN�SURYLGHV�VHFXULW\�FUHGHQWLDOV�LQ�WKH�IRUP�RI�HQFU\SWLRQ�NH\V�ZLWK�
UHTXHVW�ƮOH�WHPSODWHV�

7KHVH�VHUYLFHV�DUH�RƬHUHG�LQ�FRQMXQFWLRQ�ZLWK�ưDW�UDWH�ZHE�VHDW�VXEVFULSWLRQ�RSWLRQV��

005-WEB-0012

005-WEB-0013

005-WEB-0054

Real-Time Arrest and Incarceration Search

Real-Time Arrest and Incarceration Search

Comprehensive Business Credit Report

511210

511210

511210

$1,141.94

$3,654.20

$114.19

100

100

1,000
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(QG�8VHU�6XSSRUW
7KH�GDWD�SURYLGHU�LQGXVWU\�IRU�WKH�SXEOLF�VHFWRU�LV�EHFRPLQJ�LQFUHDVLQJO\�VSHFLDOL]HG��7KDWoV�ZK\�&RQƮ�&KHN�SURYLGHV�PXFK�PRUH�WKDQ�
MXVW�H[FHSWLRQDO�GDWD��7KH�IROORZLQJ�DUH�WKH�DGGLWLRQDO�VHUYLFHV�ZH�RƬHU�WR�PHHW�WKH�QHHGV�RI�RXU�FXVWRPHUV�DQG�WKHLU�XQLTXH�PLVVLRQ�
requirements.

(QG�8VHU�6XSSRUW�DQG�7UDLQLQJ
&RQƮ�&KHN�SURYLGHV�HQG�XVHU�WUDLQLQJ�VHPLQDUV�DW�QR�FRVW�DV�SDUW�RI�WKH�(QIRUPLRQ�LQYHVWLJDWLYH�ZHE�SODWIRUP�RQ�ERDUGLQJ�SURFHVV��
End-user support, such as search assistance and technical support, are provided with no charge to government customers. Several 
calendar events are provided during the on-boarding process over a variety of days and times, ensuring availability for all interested 
FXVWRPHU�VWDƬ�WR�DWWHQG��

7KH�HQG�XVHU�WUDLQLQJ�GHPRQVWUDWHV�WKH�VLJQLƮFDQW�IHDWXUHV�RI�WKH�SODWIRUP��SHUIRUPLQJ�EDVLF�GDWDEDVH�VHDUFKHV�DQG�UHSRUWLQJ��
LQYHVWLJDWLYH�WHFKQLTXHV��DQG�UHFRPPHQGDWLRQV�WR�PD[LPL]H�VHDUFK�UHVXOWV�ZLWK�D�PLQLPXP�DPRXQW�RI�HƬRUW��

$GGLWLRQDO�WUDLQLQJ�FDQ�EH�SURYLGHG�SHULRGLFDOO\��LQWHQGHG�WR�DVVLVW�RXU�FXVWRPHUV�ZLWK�LQWURGXFLQJ�QHZO\�KLUHG�VWDƬ�PHPEHUV�WR�WKH�
Enformion platform.

&RQƮ�&KHNoV�FDOO�FHQWHU�DQG�DFFRXQW�PDQDJHPHQW�WHDP�SURYLGH�LQYHVWLJDWLYH�VXSSRUW�IRU�FXVWRPHUV�ZLWK�VSHFLƮF�FDVH�DVVLVWDQFH�
needs.  

9HQGRU�3URYLGHG�7HFKQLFDO�6XSSRUW
7KH�&RQƮ�&KHN�FDOO�FHQWHU�DQG�DFFRXQW�PDQDJHPHQW�WHDP�SURYLGH�WHFKQLFDO�VXSSRUW��GHIHFW�UHVROXWLRQ��DQG�LQYHVWLJDWLYH�VXSSRUW�IRU�
customers upon request. 
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0DVWHU�6HUYLFHV�$JUHHPHQW
This Master Services Agreement (together with the Exhibits attached hereto, this “$JUHHPHQWq��LV�HQWHUHG�LQWR�EHWZHHQ�&RQƮ�&KHN��
Inc. (“&&2”), a California corporation, having its principal place of business at 1915 21st Street, Sacramento, CA 95811, and  the 
2UGHULQJ�$FWLYLW\�XQGHU�*6$�6FKHGXOH�FRQWUDFWV�LGHQWLƮHG�LQ�WKH�3XUFKDVH�2UGHU��6WDWHPHQW�RI�:RUN��RU�VLPLODU�GRFXPHQW��p&XVWRPHU” 
RU�p2UGHULQJ�$FWLYLW\���7KH�0DVWHU�6HUYLFHV�$JUHHPHQW��WRJHWKHU�ZLWK�([KLELWV�$��%�DQG�&�LV�HƬHFWLYH�DV�RI�WKH�HƬHFWLYH�GDWH�VWDWHG�LQ�WKH�
3XUFKDVH�2UGHU��6WDWHPHQW�RI�:RUN��RU�VLPLODU�GRFXPHQW��WKH�p(ƬHFWLYH�'DWHq����&&2�DQG�&XVWRPHU�PD\�H[HFXWH�RQH�RU�PRUH�([KLELW�$V�
KHUHXQGHU�DQG�HDFK�([KLELW�$�LV�VXEMHFW�WR�WKH�WHUPV�RI�WKLV�$JUHHPHQW���

The parties agree as follows:
1.�� &(57$,1�'(),1,7,216���7KH�IROORZLQJ�GHƮQLWLRQV�DSSO\�IRU�SXUSRVHV�RI�WKLV�$JUHHPHQW�
 “CCO API” means an application programming interface provided by CCO to Customer that allows Customer to submit Search  
 Requests to the CCO API.
� p&&2�'DWDq�PHDQV�GDWD�WKDW�LV�REWDLQHG�IURP�WKH�&&2�6HUYLFHV�RU�1HWZRUN��DQG�WKDW�LQFOXGHV�DOO�ODQJXDJHV��HGLWLRQV��LVVXHV���
� YHUVLRQV��UHYLVLRQV��PRGLƮFDWLRQV��HQKDQFHPHQWV��DQG�XSGDWHV�WKHUHWR�GXULQJ�WKH�7HUP�RI�WKLV�$JUHHPHQW�
� p&&2�3URGXFWVq�PHDQV�&&2�6HUYLFHV��1HWZRUN��&&2�$3,�DQG�RU�&&2�'DWD��WRJHWKHU�ZLWK�DQ\�&&2�&RQƮGHQWLDO�,QIRUPDWLRQ�
� p&&2�6HUYLFHVq�PHDQV�WKH�QDWLRQZLGH�QRQSXEOLF�DQG�RU�SXEOLF�UHFRUG�LQIRUPDWLRQ��GRFXPHQW�UHWULHYDO�DQG�UHODWHG�VHUYLFHV��
� SURYLGHG�E\�&&2�WKURXJK�WKH�1HWZRUN�
 “FCRA” means the Fair Credit Reporting Act, 15 USCA § 1681, et seq., as now or hereafter amended.
 “GLBA” means the Gramm-Leach-Bliley Act, 15 USC. § 6801 et seq., as now or hereafter amended.
� p1HWZRUNq�PHDQV�&&2oV�RQOLQH�GDWD�UHWULHYDO�V\VWHP�RI�SURSULHWDU\�GDWDEDVHV�DQG�GDWD�DQG�LQIRUPDWLRQ�REWDLQHG�IURP�WKLUG��
 parties.
 “Permitted Uses” means the use of CCO Products in a manner strictly in accordance with purposes permitted under this  
 Agreement and in compliance with all applicable laws and regulations.
 “Search Request” means a search for CCO Data through the CCO API by Customer.
2.  6(59,&(6�$1'�/,&(16(�
2.1  3URGXFWV��3XUSRVH. CCO provides CCO Products.  Customer hereby agrees to use the CCO Products for the sole purpose as  
 set forth in Exhibit A or the executed Purchase Order (the “Purpose”).
2.3  /LFHQVH� CCO hereby grants to Customer a nonexclusive, nonassignable, nontransferable, limited license to use the CCO  
 Products solely for the Purpose.  Nothing in this Agreement is intended to or should be construed to prevent CCO from entering  
 into similar agreements with other persons or entities regarding all or any part of the CCO Products.
2.3  5HVWULFWLRQV�DQG�/LPLWDWLRQV�  Customer warrants that: 
 (a) Customer will not, either directly or indirectly, itself or through any agents or third party: (i) request, compile, store, maintain  
� � RU�XVH�DQ\�&&2�3URGXFWV�WR�EXLOG�LWV�RZQ�GDWDEDVH�RU�DFFXPXODWH�DQ\�&&2�3URGXFWV�RU�FRQWHQW�IRU�DQ\�RWKHU�XVH��RU��LL��FRS\��
� � RU�UHSURGXFH�DQ\�SRUWLRQ�RI�WKH�&&2�3URGXFWV��RU��LLL��UHGLVWULEXWH��GLVFORVH��PDUNHW��UHQW��OHDVH��VROLFLW��VXSSO\�RU�WUDQVIHU�WR��
� � DQ\�WKLUG�SDUW\�DQ\�SRUWLRQ�RI�WKH�&&2�3URGXFWV��RU��LY��VWRUH�DQ\�UHVXOWV�UHWXUQHG�E\�WKH�&&2�3URGXFWV�RU�DQ\WKLQJ�'HULYHG��
  therein, except to the extent necessary for purposes of audits, the Purpose or other purposes required by applicable law.  
  “Derived” means data that is directly or indirectly related to the presence or absence of the CCO Data, or is based on or  
  having its origin in CCO Data.
 (b) Customer will not disassemble, decompile, or in any way reverse engineer the CCO Products. 
 (c) Customer will comply with the CCO policies and procedures attached to this Agreement(“3ROLFLHV”).  
 (d) Customer will only use the CCO Products for the Purpose. 
� �H�� &XVWRPHU�ZLOO�QRW�PDUNHW�WKH�&&2�3URGXFWV�XQGHU�WKH�&&2�QDPH��
 (f) Customer will not distribute, provide, license, transfer, or sell the CCO Products to any third parties.
 (g) Upon receipt of any updated CCO Products from CCO, Customer will promptly replace and destroy any outdated CCO  
  Products in its possession prior to the update.
 (h) Customer will not merge any CCO Data with any consumer reports as the term “FRQVXPHU�UHSRUWq�LV�GHƮQHG�LQ�WKH�)&5$�
 (i) Customer will not delete, alter, disclose or otherwise modify any security codes or protocols within the CCO Products or in  
� � DQ\�ZD\�FRPSLOH�DQG�RU�RƬHU�IRU�XVH�RU�VDOH�DQ\�&&2�3URGXFWV�RU�RWKHU�GDWD�FRQWDLQHG�WKHUHLQ�LQ�D�IRUP�ZKHUH�DQ\�VHFXULW\��
� � FRGHV�RU�SURWRFROV�DUH�GHOHWHG��DOWHUHG��GLVFORVHG�RU�RWKHUZLVH�PRGLƮHG�
2.5 5HPRYDO�RI�'DWD� From time to time, CCO may, for any reason whatsoever, suppress or remove information pertaining to one or  
 more particular persons from the CCO Data (“5HPRYDOV”). CCO will provide Customer with notice of all such Removals.  As soon  
� DV�FRPPHUFLDOO\�UHDVRQDEOH��EXW�QR�ODWHU�WKDQ�WHQ������EXVLQHVV�GD\V�DIWHU�&XVWRPHUo�UHFHLSW�RI�WKH�QRWLFH�RI�5HPRYDOV�IURP��
� &&2��&XVWRPHU�ZLOO���D��UHPRYH�RU�VXSSUHVV�VXFK�SHUVRQV�ZKR�DUH�WKH�VXEMHFW�RI�WKH�5HPRYDOV�IURP�DQ\�DQG�DOO�PDWHULDOV��
� SURYLGHG�E\�&&2�WR�&XVWRPHU��DQG��E��H[FOXGH�VXFK�SHUVRQV�ZKR�DUH�WKH�VXEMHFW�RI�WKH�5HPRYDOV�IURP�DQ\�&&2�'DWD�WKDW��
 Customer may provide in its ordinary course of business.  
2.6 )HHGEDFN��&XVWRPHU�ZLOO�SURYLGH�FRPPHQWV�RU�DQ\�RWKHU�IRUP�RI�IHHGEDFN��p)HHGEDFNq��UHODWLQJ�WR�WKH�&&2�3URGXFWV�DV��
� UHDVRQDEO\�UHTXHVWHG�E\��&&2���)HHGEDFN�EHFRPHV�WKH�H[FOXVLYH�SURSHUW\�RI�&&2�DQG�LV�&&2�&RQƮGHQWLDO�,QIRUPDWLRQ���&&2��
� DFNQRZOHGJHV�WKDW�WKH�DELOLW\�WR�XVH�WKLV�$JUHHPHQW�DQG�DQ\�)HHGEDFN�SURYLGHG�DV�D�UHVXOW�RI�WKLV�$JUHHPHQW�LQ�DGYHUWLVLQJ�LV��
 limited by GSAR 552.203-71.
3. &203/,$1&(�:,7+�/$:6��6(&85,7<�2)�'$7$��
3.1 &RPSOLDQFH�ZLWK�/DZV� Customer will not use the CCO Products in a manner contrary to or in violation of any applicable federal,  
� VWDWH��RU�ORFDO�ODZ��UXOH��RU�UHJXODWLRQ��LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��WKH�*/%$�DQG�WKH�)&5$��&XVWRPHU�FHUWLƮHV�WKDW�LW�ZLOO�QRW�XVH��
� DQ\�LQIRUPDWLRQ�REWDLQHG�WKURXJK�WKH�&&2�3URGXFWV�DV�D�IDFWRU�LQ�HVWDEOLVKLQJ�D�FRQVXPHUoV�HOLJLELOLW\�IRU�FUHGLW�RU�LQVXUDQFH�WR��
 be used primarily for personal, family, or household purposes, for employment purposes, for governmental licenses, or for any  
� RWKHU�SXUSRVH�IRU�ZKLFK�RQH�PLJKW�SURSHUO\�REWDLQ�D�FRQVXPHU�UHSRUW��DV�GHƮQHG�E\�WKH�)&5$��&XVWRPHU�VSHFLƮFDOO\�DJUHHV��
� WKDW�&&2�3URGXFWV�ZLOO�QRW�EH�PHUJHG�ZLWK�FRQVXPHU�UHSRUWV�DV�VXFK�WHUP�LV�GHƮQHG�LQ�WKH�)&5$���&&2�UHVHUYHV�WKH�ULJKW�WR��
 insert certain information (sometime referred to as seeding) into the data available from the CCO Products for the purpose of  
� GHWHUPLQLQJ�&XVWRPHUoV�FRPSOLDQFH�ZLWK�WKH�WHUPV�RI�WKLV�$JUHHPHQW���
3.2 3ULYDF\�DQG�6HFXULW\�5HTXLUHPHQWV� Customer will comply with all applicable laws concerning the CCO Products, including  
� ZLWKRXW�OLPLWDWLRQ�DSSOLFDEOH�ODZV�UHJXODWLQJ�KRZ�DQ�RUJDQL]DWLRQ�PDQDJHV��SURWHFWV�DQG�GLVWULEXWHV�FRQƮGHQWLDO�LQIRUPDWLRQ�DQG��
 laws restricting the collection, use, disclosure, processing and free movement of personal information (collectively, the “3ULYDF\��
� 5HJXODWLRQV”). The Privacy Regulations include, to the extent applicable, the Federal “Privacy of Consumer Financial Information”  
 Regulation (12 CFP Part 40) and Interagency Guidelines Establishing Information Security Standards (App B to 12 CFR Part 30),  
 as amended from time to time, issued pursuant to the GLBA. Customer expressly agrees that it will comply with the use   
 requirements applicable pursuant to the GLBA and similar laws, including without limitation each of the permissible use   
 requirements set forth on Exhibit C attached hereto.



0DVWHU�6HUYLFHV�$JUHHPHQW

16SINs 518210C, 511210
&RS\ULJKW��������&RQƮ�&KHN��,QF��$OO�5LJKWV�5HVHUYHG

 Customer will maintain all appropriate administrative, physical and technological processes and equipment to store and securely  
 protect the CCO Products, including without limitation, maintaining an information security program that is designed to protect  
 information processing system(s) and media containing the CCO Products from internal and external security threats, and the  
� &&2�3URGXFWV�IURP�XQDXWKRUL]HG�XVH�RU�GLVFORVXUH��,Q�DGGLWLRQ�DQG�WR�WKH�H[WHQW�DSSOLFDEOH��&XVWRPHU�VSHFLƮFDOO\�DJUHHV�WR��
 comply with each of the security requirements set forth on Exhibit B attached hereto. CCO may, from time to time, provide  
 written notice to Customer of updates to the security requirements set forth on Exhibit B, and Customer will comply with the  
� XSGDWHG�VHFXULW\�UHTXLUHPHQWV�IROORZLQJ�D�PXWXDOO\�DJUHHG�XSRQ�DQG�UHDVRQDEOH�SHULRG�RI�WLPH���&XVWRPHU�DFNQRZOHGJHV�DQG��
� DJUHHV�WKDW�&XVWRPHU�KDV�DQ�RQJRLQJ�REOLJDWLRQ�WR�SURWHFW�DQG�SUHVHUYH�WKH�FRQƮGHQWLDOLW\��SULYDF\��VHFXULW\�DQG�LQWHJULW\�RI�WKH��
 CCO Products, and the standards embodied in this Agreement are merely minimum standards of conduct for Customer in  
 furtherance of the foregoing continuing obligation.
4. )((6��$8',7�5,*+76��$1'�),1$1&,$/�67$7(0(176� 
4.1 )HHV� Customer agrees to pay CCO the applicable charges as set forth in Exhibit A of this Agreement in accordance with the  
 Purchase Order and GSA Schedule Pricelist.    CCO shall state separately on invoices taxes excluded from the fees, and the  
 Customer agrees either to pay the amount of the taxes (based on the current value of the equipment) or provide evidence  
 necessary to sustain an exemption, in accordance with FAR 52.229-1 and FAR 52.229-3. However, Customer will not be   
 responsible for taxes imposed upon CCO by any federal, state or local authority against the net income of CCO. Payment  
 inquiries should be remitted in writing to the following address: CCO, 1915 21st Street, Sacramento, CA 95811, or by fax to (916)  
 739-1118.
4.2 ,QYRLFLQJ�DQG�3D\PHQW� Customer will pay all invoices from CCO issued pursuant to this Agreement within thirty (30) days of the  
 invoice receipt date.  
4.3 8QSDLG�RU�2XWVWDQGLQJ�%DODQFHV���:LWKRXW�OLPLWLQJ�DQ\�RI�&&2oV�UHPHGLHV�IRU�QRQ�SD\PHQW�RU�ODWH�SD\PHQW�RI�DQ\�DPRXQWV��
 due by Customer to CCO, 
� �D�� DPRXQWV�ZKLFK�DUH�QRW�SDLG�ZLWKLQ�VL[W\������GD\V�RI�WKH�LQYRLFH�GDWH�RU�WKH�GDWH�RQ�ZKLFK�&&2�QRWLƮHV�&XVWRPHU��� �
� � ZKLFKHYHU�LV�VRRQHU��PD\�EH�VXEMHFW�WR�ODWH�LQWHUHVW�DV�LQGLFDWHG�E\�WKH�3URPSW�3D\PHQW�$FW�����86&������HW�VHT��DQG��
  Treasury regulations at 5 CFR 1315. 
 (b) Reserved.
4.4 $XGLW�5LJKWV� Customer will maintain records including, but not limited to complete and accurate accounting records in   
� DFFRUGDQFH�ZLWK�JHQHUDOO\�DFFHSWHG�DFFRXQWLQJ�SUDFWLFHV��WR�VXEVWDQWLDWH�&XVWRPHUoV�SHUIRUPDQFH�XQGHU�WKLV�$JUHHPHQW��
� LQFOXGLQJ��ZLWKRXW�OLPLWDWLRQ��&XVWRPHUoV�FRPSOLDQFH�ZLWK�SD\PHQW��OHJDO�DQG�DOO�VHFXULW\�UHTXLUHPHQWV��&XVWRPHU�ZLOO�SUHVHUYH��
 such records for a period of at least thirty-six (36) months after termination of this Agreement. Moreover, no more than one (1)  
 time per calendar year during the Term of this Agreement and no more than once per calendar year after termination of this  
 Agreement and for no more than thirty-six (36) months thereafter, CCO will have access to those records of Customer that are  
� QHFHVVDU\�WR�GHWHUPLQH�&XVWRPHUoV�FRPSOLDQFH�ZLWK�LWV�REOLJDWLRQV�XQGHU�WKLV�$JUHHPHQW�DQG�VXEMHFW�WR�*RYHUQPHQW�VHFXULW\��
� UHTXLUHPHQWV�WR�&XVWRPHUoV�IDFLOLWLHV�IRU�WKH�SXUSRVH�DXGLW�HLWKHU�WKURXJK�LWV�RZQ�HPSOR\HHV��UHSUHVHQWDWLYHV�RU�DQ�LQGHSHQGHQW��
� SXEOLF�DFFRXQWLQJ�ƮUP�VHOHFWHG�E\�&&2��WKH�pAuditorq���$Q\�VXFK�UHYLHZ�RI�&XVWRPHUoV�UHFRUGV��IDFLOLWLHV��RU�ERWK��PD\�EH��
� FRQGXFWHG�GXULQJ�&XVWRPHUoV�QRUPDO�EXVLQHVV�KRXUV�XSRQ�&&2�SURYLGLQJ�&XVWRPHU�QR�OHVV�WKDQ�ƮYH�����EXVLQHVV�GD\V
�SULRU��
� ZULWWHQ�QRWLƮFDWLRQ��SURYLGHG��KRZHYHU��WKDW�LQ�WKH�HYHQW�RI�D�PDWHULDO�EUHDFK�LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��DQ\�PDWHULDO�GHƮFLHQF\��
� LQ�&XVWRPHUoV�SHUIRUPDQFH�RI�WKLV�$JUHHPHQW��WKHQ�VXFK�LQWHUYDO�UHVWULFWLRQ�DQG�UHTXLUHG�SULRU�ZULWWHQ�QRWLƮFDWLRQ��H[FHSW�IRU��
 reasonable notice, will not apply. For each third party who provides CCO Product-related services to Customer, from time to  
 time, CCO will have the right to review, at CCO's expense, each such third party's security processes and procedures related to  
 the transmission, storage or processing of CCO Products. Customer will reasonably cooperate and will request each such third  
� SDUW\�WR�DOVR�UHDVRQDEO\�FRRSHUDWH��ZLWK�&&2�DQG�DQ\�&&2�UHTXHVWV�LQ�FRQMXQFWLRQ�ZLWK�DOO�VXFK�UHYLHZV�LQFOXGLQJ��EXW�QRW��
� OLPLWHG�WR�&&2�UHTXHVWV�WR�FRUUHFW�DQ\�GHƮFLHQFLHV�GLVFRYHUHG�GXULQJ�VXFK�DXGLWV�ZLWKLQ�D�SHULRG�RI�WLPH�PXWXDOO\�DJUHHG�XSRQ��
� DQG�RU�VXVSHQG�DQ\�IXUWKHU�WUDQVPLVVLRQ�RI�&&2�3URGXFWV�XQWLO�VXFK�GHƮFLHQFLHV�DUH�FRUUHFWHG��&XVWRPHU�DJUHHV�WKDW�LW�ZLOO��
� UHDVRQDEO\�FRRSHUDWH�ZLWK�DOO�VXFK�UHDVRQDEOH�&&2�UHTXHVWV�IRU�LQIRUPDWLRQ�DQG�DXGLWV��&XVWRPHUoV�REOLJDWLRQV�WR�FRPSO\��ZLWK��
� WKH�SURYLVLRQV�RI�WKLV�$JUHHPHQW�DUH�QRW�FRQWLQJHQW�XSRQ��RU�RWKHUZLVH�DƬHFWHG�E\��WKH�DXGLW�ULJKWV�RI�&&2�
5. ,17(//(&78$/�3523(57<��&21),'(17,$/,7<� 
5.1 ,QWHOOHFWXDO�3URSHUW\��&XVWRPHU�DFNQRZOHGJHV�WKDW�&&2�KDV�H[SHQGHG�VXEVWDQWLDO�WLPH��HƬRUW��DQG�IXQGV�WR�FROOHFW��DUUDQJH���
 compile, create, and deliver the CCO Products.  Customer agrees not to reproduce, retransmit, republish, or otherwise transfer  
 for any commercial or other purpose any information that Customer receives from CCO or the CCO Products except as   
� SHUPLWWHG�XQGHU�WKLV�$JUHHPHQW���&XVWRPHU�DFNQRZOHGJHV�WKDW�&&2��DQG�RU�&&2oV�WKLUG�SDUW\�GDWD�SURYLGHUV��ZLOO�UHWDLQ�DOO��
 right, title, and interest in and to the data and information provided by the CCO Products under applicable contractual, copyright,  
� LQWHOOHFWXDO�SURSHUW\�DQG�UHODWHG�ODZV��DQG�&XVWRPHU�ZLOO�XVH�VXFK�PDWHULDOV�FRQVLVWHQW�ZLWK�&&2oV�LQWHUHVWV�DQG�QRWLI\�&&2�RI��
� DQ\�WKUHDWHQHG�RU�DFWXDO�LQIULQJHPHQW�RI�&&2oV�ULJKWV���&XVWRPHU�IXUWKHU�DFNQRZOHGJHV�DQG�DJUHHV�WKDW�LW�ZLOO�DFTXLUH�QR�ULJKW���
 title, or interest under applicable copyright or other laws in the CCO Products and materials provided or accessed under this  
 Agreement. Customer will not remove or obscure the copyright notice or other notices contained on materials accessed  
� WKURXJK�WKH�&&2�3URGXFWV���2ZQHUVKLS�RI�GHULYDWLYH�ZRUNV�VKRXOG�EH�DV�VHW�IRUWK�LQ�WKH�FRS\ULJKW�VWDWXWH�����86&��������DQG�WKH��
� )$5�FODXVH�DW������������EXW�DW�D�PLQLPXP��WKH�2UGHULQJ�$FWLYLW\�VKDOO�UHFHLYH�XQOLPLWHG�ULJKWV�WR�XVH�VXFK�GHULYDWLYH�ZRUNV�DW�QR��
 further cost.
5.2 &RQƮGHQWLDOLW\� p&RQƮGHQWLDO�,QIRUPDWLRQq�PHDQV��D�UHVHUYHG���E��WKH�&&2�3URGXFWV���F��)HHGEDFN�DQG��G��DOO�&&2�LQIRUPDWLRQ��
� DQG�PDWHULDOV�WR�ZKLFK�&XVWRPHU�KDV�DFFHVV�LQ�FRQQHFWLRQ�ZLWK�WKLV�$JUHHPHQW�DQG�DOO�SHUVRQDOO\�LGHQWLƮDEOH�LQIRUPDWLRQ��
� LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��QDPH��DGGUHVV��GDWH�RI�ELUWK��VRFLDO�VHFXULW\�RU�RWKHU�JRYHUQPHQW�LVVXHG�VRFLDO�LGHQWLƮFDWLRQ��
� QXPEHUV��LQFRPH�DQG�FUHGLW�KLVWRULHV��EDQN�DQG�FUHGLW�FDUG�QXPEHUV��HPDLO�DGGUHVV��DQG�VWDWLF�,3�DGGUHVV��&XVWRPHU�ZLOO�XVH��
� &&2�&RQƮGHQWLDO�,QIRUPDWLRQ�VROHO\�IRU�WKH�3XUSRVH�DQG�ZLOO�QRW�XVH��GLVVHPLQDWH�RU�LQ�DQ\�ZD\�GLVFORVH�DQ\�&RQƮGHQWLDO��
 Information to any third party other than as required for the Purpose.  Additionally, notwithstanding the foregoing, except as  
� H[SUHVVO\�SHUPLWWHG�KHUHLQ��&XVWRPHU�ZLOO�QRW�GLVFORVH�DQ\�&RQƮGHQWLDO�,QIRUPDWLRQ�RXWVLGH�RI�WKH�8QLWHG�6WDWHV�ZLWKRXW�&&2oV��
 prior written consent.
5.3 ([FHSWLRQV�WR�&RQƮGHQWLDOLW\���&RQƮGHQWLDO�LQIRUPDWLRQ�GRHV�QRW�LQFOXGH�LQIRUPDWLRQ�WKDW��D��LV�RU�EHFRPHV�SDUW�RI�WKH�SXEOLF��
 domain through no act or omission of Customer or its agents or processors, (b) is rightfully obtained by Customer without  
� EUHDFK�RI�DQ\�REOLJDWLRQ�WR�PDLQWDLQ�LWV�FRQƮGHQWLDOLW\�IURP�D�VRXUFH�RWKHU�WKDQ�&&2�ZKR�LV�NQRZQ�RU�VKRXOG�KDYH�EHHQ�NQRZQ��
� WR�&XVWRPHU�WR�EH�XQGHU�QR�REOLJDWLRQ�WR�&&2�RU�LWV�DJHQWV�RU�HPSOR\HHV�WR�PDLQWDLQ�VXFK�LQIRUPDWLRQ�LQ�FRQƮGHQFH��RU��F��LV��
� LQGHSHQGHQWO\�GHYHORSHG�E\�&XVWRPHU�ZLWKRXW�XVLQJ�WKH�&RQƮGHQWLDO�,QIRUPDWLRQ���&XVWRPHU�PD\�GLVFORVH�&RQƮGHQWLDO��
 Information in response to a valid court or governmental order, if (x) Customer has given CCO prior written notice and provided  
� UHDVRQDEOH�DVVLVWDQFH�WR�DƬRUG�LW�WKH�RSSRUWXQLW\�WR�REMHFW�DQG�REWDLQ�D�SURWHFWLYH�RUGHU�RU�RWKHU�UHDVRQDEOH�DVVXUDQFH�WKDW��
� FRQƮGHQWLDO�WUHDWPHQW�ZLOO�EH�DFFRUGHG�WKH�LQIRUPDWLRQ��DQG��\���LQ�WKH�RSLQLRQ�RI�&XVWRPHUoV�FRXQVHO��&XVWRPHU�LV�FRPSHOOHG�DV��
� D�PDWWHU�RI�ODZ�WR�GLVFORVH�WKH�VXEMHFW�&RQƮGHQWLDO�,QIRUPDWLRQ��DQG��]��&XVWRPHU�GLVFORVHV�WR�WKH�SDUW\�FRPSHOOLQJ�GLVFORVXUH��
� RQO\�WKH�SDUW�RI�VXFK�&RQƮGHQWLDO�,QIRUPDWLRQ�DV�LV�UHTXLUHG�E\�ODZ�WR�EH�GLVFORVHG�LQ�WKH�RSLQLRQ�RI�LWV�FRXQVHO�DQG�XVHV��
� FRPPHUFLDOO\�UHDVRQDEOH�HƬRUWV�WR�REWDLQ�FRQƮGHQWLDO�WUHDWPHQW�WKHUHIRU���&&2�UHFRJQL]HV�WKDW�)HGHUDO�DJHQFLHV�DUH�VXEMHFW�WR��
 the Freedom of Information Act, 5 USC. 552, which may require that certain information be released, despite being characterized
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� DV�pFRQƮGHQWLDOq�E\�WKH�YHQGRU��
5.4 %UHDFK�RI�&RQƮGHQWLDOLW\��,I�WKHUH�LV�D�EUHDFK�RI�&XVWRPHUoV�FRQƮGHQWLDOLW\�REOLJDWLRQV�XQGHU�WKLV�$JUHHPHQW��&XVWRPHU�ZLOO��
 reasonably cooperate with CCO in investigating and mitigating, to the extent practicable, any damages due to such breach  
� DQG�RU�PLVDSSURSULDWLRQ��6XFK�FRRSHUDWLRQ�ZLOO�QRW�UHOLHYH�&XVWRPHU�RI�DQ\�OLDELOLW\�LW�PD\�KDYH�DV�D�UHVXOW�RI�VXFK�D�EUHDFK����
� ([FHSW�WR�WKH�H[WHQW�UHTXLUHG�E\�DSSOLFDEOH�ODZ��&XVWRPHU�ZLOO�PDNH�QR�SXEOLF�QRWLƮFDWLRQ��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�SUHVV��
� UHOHDVHV�RU�FRQVXPHU�QRWLƮFDWLRQV��RI�WKH�SRWHQWLDO�RU�DFWXDO�RFFXUUHQFH�RI�VXFK�PLVDSSURSULDWLRQ�DQG�RU�XQDXWKRUL]HG���
� GLVFORVXUH�ZLWKRXW�&&2oV�SULRU�ZULWWHQ�FRQVHQW��ZKLFK�FRQVHQW�ZLOO�QRW�EH�XQUHDVRQDEO\�ZLWKKHOG��FRQGLWLRQHG�RU�GHOD\HG��7R�WKH��
� H[WHQW�VXFK�SXEOLF�QRWLƮFDWLRQV�DUH�UHTXLUHG�E\�DSSOLFDEOH�ODZ��&XVWRPHU�ZLOO�SURYLGH�&&2�ZULWWHQ�QRWLFH�SULRU�WR�UHOHDVLQJ�VXFK��
� SXEOLF�QRWLƮFDWLRQV��
5.5 3ULYDF\�DQG�'DWD�3URWHFWLRQ��&XVWRPHU�DFNQRZOHGJHV�WKDW�&&2�'DWD�PD\�LQFOXGH�SHUVRQDO�LQIRUPDWLRQ�RU�SHUVRQDO�GDWD��DV��
� WKRVH�WHUPV�DUH�GHƮQHG�E\�WKH�MXULVGLFWLRQV�ZLWK�OHJDO�DXWKRULW\�RYHU�&XVWRPHUoV�DFWLYLWLHV��&XVWRPHU�DJUHHV�WR�FRPSO\�ZLWK�DOO��
 applicable privacy and data protection laws in the performance of its obligations under the Agreement, including maintaining a  
 privacy policy that describes how it collects, uses, stores and discloses personal information, and instructs individuals how to  
� RSW�RXW�RI�VXFK�SUDFWLFHV�RU��LI�UHTXLUHG��KRZ�WR�DƱUPDWLYHO\�FRQVHQW�WR�VXFK�SUDFWLFHV��DQG�KRZ�WR�FRQWDFW�&XVWRPHU�WR��
 exercise other legal rights with respect to personal information. Further, Customer agrees to provide reasonable assistance to  
� &&2�WR�DOORZ�&&2�WR�IXOƮOO�LWV�REOLJDWLRQV�XQGHU�DSSOLFDEOH�SULYDF\�DQG�GDWD�SURWHFWLRQ�ODZV�
6 /,0,7$7,21�2)�/,$%,/,7<���&XVWRPHU�DFNQRZOHGJHV�WKDW�&&2�PDLQWDLQV�D�GDWDEDVH��XSGDWHG�RQ�D�SHULRGLF�EDVLV��IURP�ZKLFK��
� &XVWRPHU�REWDLQV�DQG�UHVHOOV�WKH�&&2�3URGXFWV��DQG�WKDW�&&2�GRHV�QRW�XQGHUWDNH�D�VHSDUDWH�LQYHVWLJDWLRQ�IRU�HDFK�LQTXLU\�RU��
� UHTXHVW�IRU�WKH�&&2�3URGXFWV�PDGH�E\�&XVWRPHU���&XVWRPHU�DOVR�DFNQRZOHGJHV�WKDW�WKH�SULFHV�&&2�FKDUJHV�&XVWRPHU�IRU�WKH��
� &&2�3URGXFWV�DUH�EDVHG�XSRQ�&&2oV�H[SHFWDWLRQ�WKDW�WKH�ULVN�RI�DQ\�ORVV�RU�LQMXU\�WKDW�PD\�EH�LQFXUUHG�E\�XVH�RI�WKH�&&2��
 Products will be borne by Customer and not CCO.  Customer, therefore, agrees that it is responsible for determining that the  
� &&2�3URGXFWV�DUH�LQ�DFFRUGDQFH�ZLWK�&&2oV�REOLJDWLRQV�XQGHU�WKLV�$JUHHPHQW���&XVWRPHU�KHUHE\�DJUHHV�WR�EHDU�WKH�ULVN�RI�DQ\��
� OLDELOLW\�UHODWLQJ�WR�LWV�XVH�RI�WKH�&&2�3URGXFWV��$&&25',1*/<��&86720(5o6�86(�2)�25�$&&(66�72�7+(�&&2�352'8&76�,6��
 ENTIRELY AT ITS SOLE RISK. NEITHER CCO NOR ANY OF ITS DATA SUPPLIERS WILL BE LIABLE OR RESPONSIBLE TO   
 CUSTOMER FOR ANY LOSS OF PROFITS, REVENUES, OR DATA, OR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL  
 OR PUNITIVE DAMAGES OR LOSSES INCURRED IN CONNECTION WITH THE CCO PRODUCTS, ANY USE OR ACCESS THEREOF  
 OR ANY OTHER DATA OR MATERIALS TRANSMITTED THROUGH OR RESIDING ON THE NETWORK, REGARDLESS OF THE TYPE  
 OF CLAIM OR THE NATURE OF THE CAUSE OF ACTION, EVEN IF CCO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH  
 DAMAGE OR LOSS. THESE LIMITATIONS SHALL APPLY NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF ANY  
 LIMITED REMEDY. WITHOUT LIMITING THE FOREGOING, IN NO EVENT WILL CCO BE LIABLE TO CUSTOMER OR ANY THIRD  
 PARTY FOR ANY BUSINESS PRACTICES OF CUSTOMER THAT VIOLATE ANY APPLICABLE LAW, STATUTE, REGULATION,  
 CONTRACT, OR TERMS OF SERVICE AGREEMENT. CCO's liability (including the liability of any third-party data provider) and  
 Customer's sole remedy, whether in contract, under any warranty, in tort, in strict liability or otherwise, will not exceed the return  
� RI�WKH�FKDUJHV�SDLG�E\�&XVWRPHU�WR�&&2��VXEMHFW�WR�WKH�PD[LPXP�OLPLW�VHW�IRUWK�LQ�WKLV�6HFWLRQ��7KH�SULFH�VWDWHG�IRU�WKH�&&2��
 Products is a consideration in limiting CCO's liability and Customer's remedy. IN NO EVENT WILL CCO BE LIABLE IN ANY  
� 0$11(5�:+$762(9(5�$6�$�5(68/7�2)�&&2o6�2%7$,1,1*�25�)851,6+,1*�2)�7+(�&&2�352'8&76��025(29(5��&&2o6��
 TOTAL LIABILITY UNDER THIS AGREEMENT WILL BE THE AGGREGATE AMOUNT PAID UNDER THIS AGREEMENT BY   
 CUSTOMER FOR THE CCO PRODUCTS, WHICH ARE THE SUBJECT OF SUCH CLAIM.  THE FOREGOING LIMITATION OF   
� /,$%,/,7<�6+$//�127�$33/<�72�����3(5621$/�,1-85<�25�'($7+�5(68/7,1*�)520�/,&(1625o6�1(*/,*(1&(������)25��
� )5$8'��25�����)25�$1<�27+(5�0$77(5�)25�:+,&+�/,$%,/,7<�&$1127�%(�(;&/8'('�%<�/$:�
7. 5(6(59('�� 
8. ',6&/$,0(5�2)�:$55$17<���&&2�ZLOO�XVH�UHDVRQDEOH�EHVW�HƬRUWV�WR�GHOLYHU�WKH�&&2�3URGXFWV�WR�&XVWRPHU��SURYLGHG���
 however, that Customer accepts that CCO Products are provided “AS IS.”  Because the CCO Products involve conveying  
 information provided to CCO by other sources, CCO cannot and will not be an insurer, guarantor or warrantor of the accuracy or  
 reliability of the CCO Products, data contained in its database or in the CCO Products.  CCO DOES NOT GUARANTEE OR  
 WARRANT THE ACCURACY, TIMELINESS, COMPLETENESS, CURRENTNESS, MERCHANTABILITY OR FITNESS FOR A   
 PARTICULAR PURPOSE OF THE CCO PRODUCTS, INFORMATION IN THE CCO PRODUCTS OR THE MEDIA ON OR THROUGH  
 WHICH THE CCO PRODUCTS ARE PROVIDED. CCO DOES NOT GUARANTEE CONTINUOUS OR UNINTERRUPTED DISPLAY OR  
 DISTRIBUTION OF THE CCO PRODUCTS. CCO WILL NOT BE LIABLE TO CUSTOMER FOR ANY LOSS OR INJURY ARISING OUT  
� 2)�25�&$86('�,1�:+2/(�25�,1�3$57�%<�$1<�2)�&&2o6�$&76�25�20,66,216��:+(7+(5�1(*/,*(17�25�27+(5:,6(��,1��
 PROCURING, COMPILING, COLLECTING, INTERPRETING, REPORTING, COMMUNICATING OR DELIVERING THE CCO   
� 352'8&76�25�,1)250$7,21�7+(5(,1��&&2�3529,'(6�12�:$55$17,(6�27+(5�7+$1�$6�(;35(66/<�6(7�)257+�$%29(��
� $1'�',6&/$,06�$//�27+(5�:$55$17,(6��(;35(66�25�,03/,('�
9. 7(0325$5<�7(50,1$7,21�2)�$&&(66�72�1(7:25.�  CCO reserves the right at any time and without prior notice to  
� &XVWRPHU�WR�FKDQJH�WKH�1HWZRUN
V�KRXUV�RI�RSHUDWLRQ�RU�WR�WHPSRUDULO\�OLPLW�DFFHVV�WR�WKH�1HWZRUN�LQ�RUGHU�WR�SHUIRUP�UHSDLUV���
� PDNH�PRGLƮFDWLRQV��RU�DV�D�UHVXOW�RI�FLUFXPVWDQFHV�EH\RQG�&&2
V�UHDVRQDEOH�FRQWURO��
10. 7(50�2)�$*5((0(17�
10.1 7HUP��7KLV�$JUHHPHQW�ZLOO�FRPPHQFH�RQ�WKH�(ƬHFWLYH�'DWH�DQG�ZLOO�FRQWLQXH�IRU�D�SHULRG�RI�RQH�����\HDU��WKH�p,QLWLDO�7HUP”), after  
 which this Agreement may be renewed for successive one (1) year terms by exercising an option, or by both parties executing a  
 new Purchase Order in writing (the “5HQHZDO�7HUP”).  The Initial Term and any Renewal Terms will be collectively referred to as  
 the “Term�q��7KLV�VXEVHFWLRQ�LV�VXEMHFW�WR�WKH�HDUO\�WHUPLQDWLRQ�ULJKWV�VWDWHG�HOVHZKHUH�LQ�WKLV�$JUHHPHQW�
 10.2 (DUO\�7HUPLQDWLRQ� When the end-user is an instrumentality of the US, recourse against the United States for any alleged breach  
 of this Agreement must be brought as a dispute under the contract Disputes Clause (Contract Disputes Act). During any dispute  
� XQGHU�WKH�'LVSXWHV�&ODXVH��&&2�VKDOO�UHDVRQDEO\�SURFHHG�ZLWK�WKH�SHUIRUPDQFH�RI�WKLV�$JUHHPHQW��SHQGLQJ�ƮQDO�UHVROXWLRQ�RI��
 any request for relief, claim, appeal, or action arising under the Agreement.
 10.3 (ƬHFW�RI�([SLUDWLRQ�RU�7HUPLQDWLRQ��8SRQ�WKH�HƬHFWLYH�GDWH�RI�DQ\�H[SLUDWLRQ�RU�WHUPLQDWLRQ�RI�WKLV�$JUHHPHQW��&XVWRPHU�ZLOO��
� FHDVH�DOO�IXUWKHU�XVH�DQG�DFFHVV�RI�WKH�&&2�3URGXFWV�DQG�ZLOO�FDXVH��QR�ODWHU�WKDQ�ƮIWHHQ������GD\V�IROORZLQJ�H[SLUDWLRQ�RU��
� WHUPLQDWLRQ�RI�WKLV�$JUHHPHQW��WKH�GHVWUXFWLRQ�RI�DOO�FRSLHV�RI�DQG�XSGDWHV�WR�WKH�&&2�3URGXFWV�DV�ZHOO�DV�DQ\�FRPSXWHU�ƮOHV�RU��
 output listings that contained any or all CCO Products. In no event will Customer retain any CCO Products. Customer will provide  
� ZULWWHQ�FHUWLƮFDWLRQ�VLJQHG�E\�DQ�RƱFHU�RI�&XVWRPHU�WKDW�DOO�VXFK�&&2�3URGXFWV�KDYH�EHHQ�GHVWUR\HG�ZLWKLQ�WKLUW\������GD\V��
� IROORZLQJ�H[SLUDWLRQ�RU�WHUPLQDWLRQ�RI�WKLV�$JUHHPHQW��7KH�GHVWUXFWLRQ�SURFHGXUHV�XQGHUWDNHQ�E\�&XVWRPHU�ZLOO�EH�RI�D�QDWXUH��
 reasonable given the type of information that comprises the CCO Products and such as is reasonably necessary to prevent any  
� PLVDSSURSULDWLRQ�RU�XQDXWKRUL]HG�XVH�RI�VXFK�&&2�3URGXFWV��$OO�SXUJLQJ�RI�&&2�3URGXFWV�IURP�&XVWRPHUoV�FRPSXWHU�V\VWHPV��
 will also be of nature reasonable given the type of information that comprises the CCO Products and such as is reasonably  
 necessary to prevent any misappropriation or unauthorized use of such CCO Products. In no event will Customer retain any  
 CCO Products.  
10.4 6859,9$/� Sections 1, 2.4-2.6, 3, 4.4, 5, 6, 7, 9, 10, 11.3, 12, 13, 14 and 15 of this Agreement, Exhibit B and any other provision  
 that by its nature should survive will survive any expiration or termination of this Agreement. Moreover, and notwithstanding the  
 foregoing, any expiration or termination of this Agreement will not relieve either party of any royalties, fees or other payments
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� GXH�WR�WKH�RWKHU�SDUW\�WKURXJK�WKH�GDWH�RI�DQ\�VXFK�H[SLUDWLRQ�RU�WHUPLQDWLRQ�QRU�DƬHFW�DQ\�ULJKWV��GXWLHV�RU�REOLJDWLRQV�RI�HLWKHU��
� SDUW\�WKDW�DFFUXHV�SULRU�WR�WKH�HƬHFWLYH�GDWH�RI�DQ\�VXFK�H[SLUDWLRQ�RU�WHUPLQDWLRQ�
11. 5HSUHVHQWDWLRQV�DQG�:DUUDQWLHV���&XVWRPHU�UHSUHVHQWV�DQG�ZDUUDQWV�WR�&&2��DV�RI�WKH�(ƬHFWLYH�'DWH�DQG�VXFK�RWKHU�GDWHV�DV��
 provided below, the following:
� �D�� 7KH�8QLWHG�6WDWHV�)RUHLJQ�&RUUXSW�3UDFWLFHV�$FW�SURKLELWV�JLYLQJ�PRQH\�RU�LWHPV�RI�YDOXH�WR�QRQ�8QLWHG�6WDWHV�RƱFLDOV�WR��
� � LQưXHQFH�D�QRQ�8QLWHG�6WDWHV�JRYHUQPHQW��DQG�DOVR�SURKLELWV�JLYLQJ�PRQH\�RU�LWHPV�RI�YDOXH�WR�DQ\�SHUVRQ�RU�ƮUP�ZKHQ��
� � WKHUH�LV�UHDVRQ�WR�EHOLHYH�WKH�PRQH\�RU�LWHP�RI�YDOXH�ZLOO�EH�SDVVHG�RQ�WR�D�JRYHUQPHQW�RƱFLDO�LQ�DQ�DWWHPSW�WR�LQưXHQFH�D��
  non-United States government.  Customer is in compliance and will continue to comply with all requirements of the United  
� � 6WDWHV�)RUHLJQ�&RUUXSW�3UDFWLFHV�$FW�DQG�WR�UHIUDLQ�IURP�DFFHSWLQJ�RU�PDNLQJ�SD\PHQWV�WR�WKLUG�SDUWLHV��ZKLFK�ZRXOG�FDXVH��
  CCO or its data providers to violate or otherwise have liability under such Act.  
 (b) Customer is an equal opportunity employer.  Customer does not discriminate on the basis of race, religion, age, sex, marital  
  status, citizenship status, sexual orientation, veteran status, medical condition, national origin, gender identity, genetic  
� � LQIRUPDWLRQ��SK\VLFDO�KDQGLFDS�RU�GLVDELOLW\��RU�DQ\�RWKHU�OHJDOO\�SURWHFWHG�FODVVLƮFDWLRQ��H[FHSW�DV�PD\�EH�SHUPLWWHG�E\��
  applicable law.  
� �F�� $V�RI�WKH�(ƬHFWLYH�'DWH��QHLWKHU�&XVWRPHU�QRU�DQ\�HQWLW\�KROGLQJ�DQ\�PDWHULDO�RZQHUVKLS�LQ�&XVWRPHU��QRU�DQ\�RƱFHU�RU��
� � GLUHFWRU�RI�&XVWRPHU��LV�WKH�VXEMHFW�RI�DQ\�VDQFWLRQV�DGPLQLVWHUHG�RU�HQIRUFHG�E\�WKH�86�'HSDUWPHQW�RI�WKH�7UHDVXU\oV��
� � 2ƱFH�RI�)RUHLJQ�$VVHWV�&RQWURO��p2)$&”), or other relevant sanctions authority (collectively, “6DQFWLRQV”), nor is Customer  
� � RU�DQ\�HQWLW\�KROGLQJ�DQ\�PDWHULDO�RZQHUVKLS�LQ�&XVWRPHU��QRU�DQ\�RƱFHU�RU�GLUHFWRU�RI�&XVWRPHU��ORFDWHG��RUJDQL]HG�RU�D��
� � UHVLGHQW�LQ�D�FRXQWU\�RU�WHUULWRU\�WKDW�LV�WKH�VXEMHFW�RI�6DQFWLRQV��&XVWRPHU�UHSUHVHQWV�DQG�ZDUUDQWV�WKDW�LW�KDV�QRW��QRU�ZLOO�LW���
  violate any Sanctions. Customer will not in connection with this Agreement and the transactions contemplated herein fund  
  or engage in any activities with any individual or entity or in any country or territory that, at the time of such funding or  
� � DFWLYLW\��LV�VXEMHFW�WR�6DQFWLRQV�
 (d) Customer is duly organized, existing and in good standing under the laws of the state of its incorporation.  Customer has the  
  requisite power and authority to enter into and to satisfy all of its obligations under this Agreement and any related   
  agreements.  This Agreement and the transactions contemplated hereby have been duly authorized and approved by the  
� � DSSURSULDWH�RƱFHUV�DQG�RU�RWKHU�3HUVRQQHO�RI�&XVWRPHU��DQG�QR�IXUWKHU�DFWLRQ�RU�SURFHHGLQJ�RQ�WKH�SDUW�RI�&XVWRPHU�LV��
  necessary or appropriate with respect to the execution by Customer of this Agreement or any related agreements, or the  
  consummation by Customer of the transactions contemplated hereby or thereby.
12. *(1(5$/� This Agreement will be governed by the Federal law of the United States. This Agreement will not be assigned by  
 Customer or CCO, in whole or in part, without the written consent of the other party. All notices to Customer that are required or  
� SHUPLWWHG�XQGHU�WKLV�$JUHHPHQW�ZLOO�EH�VHQW�WR�&XVWRPHU�DW�WKH�DGGUHVV�OLVWHG�DERYH�YLD�FHUWLƮHG�RU�UHJLVWHUHG�PDLO��UHWXUQ��
 receipt requested.  All notices to CCO that are required or permitted under this Agreement will be sent to CCO at the address  
� OLVWHG�DERYH�YLD�FHUWLƮHG�RU�UHJLVWHUHG�PDLO��UHWXUQHG�UHFHLSW�UHTXHVWHG���)DLOXUH�E\�HLWKHU�SDUW\�WR�LQVLVW�LQ�DQ\�RQH�RU�PRUH�FDVHV��
 upon the strict performance of any of the terms and conditions of this Agreement will not be considered a waiver or   
 relinquishment for the future of any such term or condition or of any other term or condition. The terms and conditions set forth  
 in this Agreement, together with the underlying GSA Schedule Contract, Schedule Pricelist, Purchase Order(s), constitute the  
� HQWLUH�DJUHHPHQW�RI�WKH�SDUWLHV�RQ�WKH�VXEMHFW�PDWWHU�KHUHRI��DQG�DQ\�DGGLWLRQDO�RU�GLƬHUHQW�WHUPV�RU�FRQGLWLRQV�VHW�IRUWK�LQ�DQ\��
� RWKHU�GRFXPHQW��ZLOO�EH�RI�QR�HƬHFW��7KLV�$JUHHPHQW�LV�QRW�LQWHQGHG�WR�FUHDWH�RU�HYLGHQFH�DQ\�HPSOR\HU�HPSOR\HH�� �
� DUUDQJHPHQW��DJHQF\��SDUWQHUVKLS��MRLQW�YHQWXUH��RU�VLPLODU�UHODWLRQVKLS�RI�DQ\�NLQG�ZKDWVRHYHU�EHWZHHQ�&&2�DQG�&XVWRPHU�RU��
 any Personnel, agent or subcontractor of Customer. CCO is not responsible, and Customer is responsible for withholding,  
� GHGXFWLQJ�RU�UHPLWWLQJ�IURP�&XVWRPHU�3HUVRQQHOoV�FRPSHQVDWLRQ��DQ\�IHGHUDO�RU�VWDWH�LQFRPH�WD[HV��VRFLDO�VHFXULW\��� �
� XQHPSOR\PHQW�FRPSHQVDWLRQ��PHGLFDO��GHQWDO��ZRUNHUVo�FRPSHQVDWLRQ��RU�GLVDELOLW\�LQVXUDQFH�FRYHUDJH��SHQVLRQ�RU�UHWLUHPHQW��
� SODQV�RU�WKH�OLNH���1HLWKHU�SDUW\�ZLOO��E\�YLUWXH�RI�WKLV�$JUHHPHQW��KDYH�DQ\�ULJKW�RU�SRZHU�WR�FUHDWH�DQ\�REOLJDWLRQ��H[SUHVV�RU��
 implied, on behalf of any other party. Nothing herein, whether expressed or implied, is intended to confer upon any person other  
 than the parties hereto and their respective heirs, representatives, successors and permitted assigns, any rights or remedies  
 under or by reason of this Agreement.  If any provision of this Agreement is held to be invalid, illegal or unenforceable, the  
 provision will be enforced to the maximum extent permissible, and the validity, legality, and enforceability of the remaining  
� SURYLVLRQV�ZLOO�FRQWLQXH�LQ�IXOO�IRUFH�DQG�HƬHFW�WR�WKH�H[WHQW�WKH�SDUWLHVo�LQWHQW�UHưHFWHG�LQ�WKLV�$JUHHPHQW�UHPDLQV�VXEVWDQWLDOO\��
 unimpaired.  Section headings of this Agreement are provided for reference only and will not be used as a guide to   
 interpretation.  
13. )25&(�0$-(85(� Excusable delays shall be governed by FAR 52.212-4(f).
14. 5(7(17,21�2)�5,*+76���1RWKLQJ�LQ�WKLV�$JUHHPHQW�LV�LQWHQGHG�WR�RU�ZLOO�OLPLW�RU�UHVWULFW�&&2oV�DELOLW\�WR�PDUNHW�DQG�VHOO�LWV��
� VHUYLFHV�ZLWKLQ�WKH�JHRJUDSKLF�DUHDV�LQ�ZKLFK��RU�WR�WKH�FXVWRPHUV�WR�ZKRP��&XVWRPHU�PDUNHWV�RU�VHOOV�LWV�VHUYLFHV�
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7KLV�LV�DQ�([KLELW�WR��DQG�VXEMHFW�WR�WKH�WHUPV�RI�WKH�0DVWHU�6HUYLFHV�$JUHHPHQW�EHWZHHQ�&&2�DQG�&XVWRPHU�HƬHFWLYH�DV�RI�WKH�GDWH�
VHW�IRUWK�LQ�WKH�3XUFKDVH�2UGHU��6WDWHPHQW�RI�:RUN��RU�VLPLODU�GRFXPHQW�

(;+,%,7�$

(;+,%,7�())(&7,9(�'$7(�

385326(��&+(&�.�$//�7+$7�$33/<��

 Purpose A:  Internally evaluating and testing the CCO Products (“Testing”)

 Purpose B���3HUIRUPLQJ�UHVHDUFK�LQ�WKH�UHJXODU�FRXUVH�RI�&XVWRPHUoV�EXVLQHVV�DQG��E��LI�UHTXLUHG��WHPSRUDULO\�VWRULQJ��RQ�D��
� VWRUDJH�GHYLFH�LQ�&XVWRPHUoV�H[FOXVLYH�FRQWURO��DQG�RU�SULQWLQJ�DQ�LQVXEVWDQWLDO�DPRXQW�RI�RQO\�DSSOLFDEOH�SRUWLRQV�RI�&&2�'DWD��
� LQ�RUGHU�WR�TXRWH�LW�LQ�PHPRUDQGD��EULHIV�RU�VLPLODU�ZRUN�SURGXFW�SURGXFHG�LQ�WKH�UHJXODU�FRXUVH�RI�&XVWRPHUoV�EXVLQHVV�RU�WR��
� SURYLGH�WR�&XVWRPHUoV�FOLHQWV�LQ�WKH�UHJXODU�FRXUVH�RI�&XVWRPHUoV�EXVLQHVV�

,)�385326(�$��7(67,1*��,6�&+(&.('�$%29(��&+(&.�'85$7,21�)25�7(67,1*
�        days

�1RWH���'XUDWLRQ�EHJLQV�RQ�WKH�([KLELW�(ƬHFWLYH�'DWH��

FEES�
For Purpose A (Testing), no charge during the duration.

For Purpose B, the following fees apply:

3OHDVH�UHIHU�WR�WKH�DZDUGHG�QHJRWLDWHG�SULFH�VFKHGXOH�RQ�ƮOH�IRU�*6$�6FKHGXOH����&RQWUDFW����47&$��'���7��6,1�FDWHJRULHV�
132-40 and 132-32. 

&21),�&+(.��,1&�

By: 

Name: 

Title: 

&86720(5�

By: 

Name: 

Title: 
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Customer will maintain an information security program that is designed to protect information processing system(s) and media 
containing CCO Products from internal and external security threats, and CCO Products from unauthorized disclosure. Customer will 
be responsible to implement this program for all CCO Products to which Customer or any of its employees, consultants, agents, 
representatives, contractors or subcontractors (“3HUVRQQHOq��KDYH�RU�REWDLQ�DFFHVV���&&2�UHVHUYHV�WKH�ULJKW�WR�PDNH�FKDQJHV�WR�WKLV�
([KLELW�DQG�LWV�VHFXULW\�UHTXLUHPHQWV�ZLWKRXW�SULRU�QRWLƮFDWLRQ�WR�WKH�&XVWRPHU��7KH�LQIRUPDWLRQ�SURYLGHG�LQ�WKLV�([KLELW�SURYLGHV�
minimum baseline information security requirements.  Customer agrees to follow the requirements outlined below when accessing, 
transmitting, processing, storing or using (collectively, “DFFHVVLQJ” or “DFFHVV”) any CCO Products.  Customer will strictly comply with 
the following:

1. $FFHVV�DQG�3DVVZRUGV�� 
1.1 &&2�3URGXFWV�$FFHVV�&RQWURO�0HDVXUHV
� �D�� $OO�FUHGHQWLDOV�VXFK�DV�XVHU�QDPHV�LGHQWLƮHUV��XVHU�,'V��DQG�XVHU�SDVVZRUGV��PXVW�EH�NHSW�FRQƮGHQWLDO�DQG�PXVW�QRW�EH��
  disclosed to an unauthorized party.  
 (b) If using a third party or proprietary system to access CCO Products, Customer will ensure that the access must be preceded  
� � E\�DXWKHQWLFDWLQJ�XVHUV�WR�WKH�DSSOLFDWLRQ�DQG�RU�V\VWHP��
 (c) If the third party or third-party software or proprietary system or software used to access CCO Products is replaced or no  
  longer in use, the passwords should be changed immediately. 
 (d) Customer will cause a unique user ID and password to be created for each user to enable individual authentication and  
� � DFFRXQWDELOLW\�IRU�DFFHVV�WR�&&2oV�3URGXFWV�
 (e) User IDs and passwords will only be assigned to authorized individuals granting the least privilege necessary to perform the  
� � 3HUVRQQHOoV�UHVSRQVLELOLWLHV���
 (f) Ensure that Personnel who are authorized access to credit information have a business need to access such information  
  and understand these requirements to access such information are only for Permitted Purposes. 
 (g) Customer will ensure that no Customer Personnel access their own credit reports or those reports of any family member(s),  
  a friend(s) or another individual unless in connection with a Permitted Purpose and applicable law. 
 (h) Customer will implement a process to terminate access rights immediately for users who access CCO Products when those  
� � XVHUV�DUH�WHUPLQDWHG�RU�ZKHQ�WKH\�KDYH�D�FKDQJH�LQ�WKHLU�MRE�WDVNV�DQG�QR�ORQJHU�UHTXLUH�DFFHVV�WR�WKDW�FUHGLW�LQIRUPDWLRQ�
 (i) Customer will implement a process to perform periodic user account reviews to validate whether access is needed as well  
  as the privileges assigned.
� � M�� &XVWRPHU�ZLOO�LPSOHPHQW�D�SURFHVV�WR�SHULRGLFDOO\�UHYLHZ�XVHU�DFWLYLWLHV�DQG�DFFRXQW�XVDJH��HQVXUH�WKH�XVHU�DFWLYLWLHV�DUH��
� � FRQVLVWHQW�ZLWK�WKH�LQGLYLGXDO�MRE�UHVSRQVLELOLW\��EXVLQHVV�QHHG��DQG�LQ�OLQH�ZLWK�FRQWUDFWXDO�REOLJDWLRQV��
 
1.2 8VH�RI�3DVVZRUGV�ZLWK�&&2�3URGXFWV�  Customer will: 
 (a) Require strong passwords consistent with industry best practices that: (i) cannot be easily determined (i.e., name or   
� � FRPSDQ\�QDPH��UHSHDWLQJ�QXPEHUV�DQG�OHWWHUV�RU�FRQVHFXWLYH�QXPEHUV�DQG�OHWWHUV���
 (b) Ensure that passwords are not transmitted, displayed or stored in clear text
 (c) Protect all end-user (e.g., internal and external) passwords using, for example, encryption or a cryptographic hashing  
� � DOJRULWKP��DOVR�NQRZQ�DV�pRQH�ZD\q�HQFU\SWLRQ��ZKHQ�XVLQJ�HQFU\SWLRQ�DQG�pVDOWLQJ�q�HQVXUH�WKDW�VWURQJ�HQFU\SWLRQ���
  algorithm is utilized (e.g., AES 256 or above).
� �G�� 5HTXLUH�DFWLYH�ORJLQV�WR�FUHGLW�LQIRUPDWLRQ�V\VWHPV�WR�EH�FRQƮJXUHG�ZLWK�DQ�DSSURSULDWH�LQDFWLYH�VHVVLRQ�WLPHRXW�
 
1.3. &KDQJH�RI�3DVVZRUGV�  Passwords (user passwords) must be changed immediately when: 
 (a) Any system access software is replaced by other system access software or is no longer used.
 (b) The hardware on which the software resides is changed or disposed of. 
 (c) Any suspicion of a password being disclosed to an unauthorized party.

2. $VVHW�3URWHFWLRQ���&XVWRPHU�ZLOO�PDLQWDLQ�FRPPHUFLDOO\�UHDVRQDEOH�FRQWUROV��EDVHG�RQ�&XVWRPHUoV�LQGXVWU\��RU�JHQHUDO�EHVW��
� SUDFWLFHV�LI�QRWKLQJ�IRU�WKH�LQGXVWU\�H[LVWV���LQ�SODFH�WR�SURWHFW�&XVWRPHUoV�DVVHWV��7KLV�VKRXOG�LQFOXGH�KDQGOLQJ�VWDQGDUGV�IRU��
� LQWURGXFWLRQ��WUDQVIHU��UHPRYDO��DQG�GLVSRVDO�RI�DOO�DVVHWV�EDVHG�RQ�DVVHW�FODVVLƮFDWLRQ��:LWKRXW�OLPLWLQJ�WKH�IRUHJRLQJ��&XVWRPHU��
 will:
� �D�� 0DLQWDLQ�DQ�LQYHQWRU\�RI�FULWLFDO�KDUGZDUH�DQG�FULWLFDO�VRIWZDUH�DVVHWV�WKDW�DFFHVV��VWRUH��RU�PDNH�XVH�RI�&&2�3URGXFWV���
� �E�� +DYH�SURFHGXUHV�IRU�WKH�GLVSRVDO�DQG�UHXVH�RI�HTXLSPHQW�WKDW�DFFHVV��PDNH�XVH�RI�RU�VWRUH�&&2�3URGXFWV��LQFOXGLQJ��
� � QRWLƮFDWLRQ�SURFHGXUHV�LQ�WKH�HYHQW�RI�DQ\�ORVW�RU�PLVSODFHG�HTXLSPHQW�WKDW�PD\�KDYH�DFFHVV�WR�RU�VWRUH�LQIRUPDWLRQ�UHODWHG��
  to CCO Products.
� �F�� ,PSOHPHQW�SK\VLFDO�VHFXULW\�FRQWUROV�WR�SUHYHQW�XQDXWKRUL]HG�HQWU\�WR�&XVWRPHUoV�IDFLOLW\�DQG�DFFHVV�WR�&&2�3URGXFWV����
  Customer will ensure that access is controlled with badge readers, other systems, or devices that restrict physical access,  
� � LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�DXWKRUL]HG�ORFN�DQG�NH\��

3. 'DWD�DQG�,QIRUPDWLRQ�3URWHFWLRQ�  Customer will maintain a documented set of rules and procedures that regulate the use,  
 access, and control of information, including without limitation its receipt, transmission, processing, storage, controls,   
� GLVWULEXWLRQ��UHWULHYDO��DFFHVV��DQG�SUHVHQWDWLRQ���:LWKRXW�OLPLWLQJ�WKH�IRUHJRLQJ��WKHVH�UXOHV�ZLOO�SURWHFW�WKH�FRQƮGHQWLDOLW\�DQG��
 integrity of personal consumer information as required under the GLB Safeguards Rule. Customer will maintain a formal user  
� UHJLVWUDWLRQ�DQG�GH�UHJLVWUDWLRQ�SURFHGXUH�IRU�JUDQWLQJ�DQG�UHYRNLQJ�DFFHVV�DQG�DFFHVV�ULJKWV���:LWKRXW�OLPLWLQJ�WKH�IRUHJRLQJ���
 Customer will comply with the following measure to protect all data:
 (a) Develop and follow procedures to ensure that data is protected throughout its entire information lifecycle. 
 (b) Implement and follow current best security practices for computer virus detection scanning services and procedures
 (c) Implement and follow current best procedures for transmission, disclosure, storage, destruction, and any other information  
  modalities or media should address all aspects of the lifecycle of the information.
 (d) Encrypt all CCO Products when stored or transmitted electronically on any system using strong encryption such AES 256 or  
  above. 
� �H�� &&2�3URGXFWV�DUH�FRQƮGHQWLDO�DQG�PXVW�QRW�EH�VWRUHG�RQ�SHUVRQDOO\�RZQHG�HTXLSPHQW�RU�SRUWDEOH�GHYLFHV��LQFOXGLQJ��EXW��
� � QRW�OLPLWHG�WR��ODSWRSV��SHUVRQDO�GLJLWDO�DVVLVWDQWV��03��GHYLFHV��86%�GHYLFHV��UHPRYDEOH�SRUWDEOH�PHGLD��RU�VPDUW�WDEOHWV�RU��
  smartphones.
 (f) When using smart tablets or smartphones to access CCO Products, ensure that such devices are protected via device  
  passcode. 
� �J�� $SSOLFDWLRQV�XWLOL]HG�WR�DFFHVV�&&2�3URGXFWV�PXVW�SURWHFW�GDWD�ZKLOH�LQ�WUDQVPLVVLRQ��VXFK�DV�66/�SURWHFWLRQ�DQG�RU�XVH�RI��
  VPN.
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 (h) When no longer in use, all hard-copy materials containing CCO Products must be crosscut shredded, incinerated, or pulped  
  such that there is reasonable assurance the hard-copy materials cannot be reconstructed. 
 (i) When no longer in use, electronic media containing CCO Products must be rendered unrecoverable via a secure wipe  
  program in accordance with industry-accepted standards for secure deletion, or otherwise physically destroying the media  
  (for example, degaussing).
� � M�� 5HTXLUH�DQ\�DQG�DOO�RI�3HUVRQQHO�SHUPLWWHG�XQGHU�WKLV�$JUHHPHQW�WR�KDYH�DFFHVV�WR�DQ\�&&2�3URGXFWV�WR�PDLQWDLQ�HƬHFWLYH��
  information security measures designed to protect CCO Products from unauthorized disclosure or use.
� �N�� (QVXUH�WKDW�DOO�GDWD�UHTXHVWV�IURP�&XVWRPHU�WR�&&2�LQFOXGH�WKH�,3�DGGUHVV�RI�WKH�GHYLFH�IURP�ZKLFK�WKH�UHTXHVW�RULJLQDWHG��
� � �L�H���WKH�UHTXHVWLQJ�FOLHQWoV�,3�DGGUHVV���ZKHUH�DSSOLFDEOH�

4. 1HWZRUN�3URWHFWLRQ�
� �D�� 3URWHFW�,QWHUQHW�FRQQHFWLRQV�ZLWK�GHGLFDWHG��LQGXVWU\�UHFRJQL]HG�ƮUHZDOOV�WKDW�DUH�FRQƮJXUHG�DQG�PDQDJHG�XVLQJ�LQGXVWU\��
  best security practices. Internal private Internet Protocol (IP) addresses must not be publicly accessible or natively routed to  
� � WKH�,QWHUQHW��1HWZRUN�DGGUHVV�WUDQVODWLRQ��1$7��WHFKQRORJ\�VKRXOG�EH�XVHG�
� �E�� $GPLQLVWUDWLYH�DFFHVV�WR�ƮUHZDOOV�DQG�VHUYHUV�PXVW�EH�SHUIRUPHG�WKURXJK�D�VHFXUH�LQWHUQDO�ZLUHG�FRQQHFWLRQ�RQO\��&KDQJH��
� � YHQGRU�GHIDXOWV�LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�SDVVZRUGV��HQFU\SWLRQ�NH\V��6103�VWULQJV��DQG�DQ\�RWKHU�YHQGRU�GHIDXOWV��
� �F�� )RU�ZLUHOHVV�QHWZRUNV�FRQQHFWHG�WR�RU�XVHG�IRU�DFFHVVLQJ�RU�WUDQVPLVVLRQ�RI�&&2�3URGXFWV��HQVXUH�WKDW�QHWZRUNV�DUH��
� � FRQƮJXUHG�DQG�ƮUPZDUH�RQ�ZLUHOHVV�GHYLFHV�XSGDWHG�WR�VXSSRUW�VWURQJ�HQFU\SWLRQ�IRU�DXWKHQWLFDWLRQ�DQG�WUDQVPLVVLRQ�RYHU��
� � ZLUHOHVV�QHWZRUNV��
 (d) When using third-party service providers (e.g., application service providers) to access, transmit, store or process CCO  
  Products, ensure that an independent 3rd party security assessment (one of the following, or a current equivalent: ISO  
� � �������3&,�'66��(,�3$��66$(����s�62&���62&���),60$��RU�&$,���&&0��KDV�EHHQ�SHUIRUPHG�DQG�WKDW�WKH\�DUH�IRXQG�WR�EH��
  compliant. 
� �H�� 3HUIRUP�UHJXODU�WHVWV�VFDQV�RQ�LQIRUPDWLRQ�V\VWHPV��SRUW�VFDQQLQJ��YLUXV�VFDQQLQJ��LQWHUQDO�H[WHUQDO�YXOQHUDELOLW\�VFDQQLQJ����
� � (QVXUH�WKDW�LVVXHV�LGHQWLƮHG�YLD�WHVWLQJ�DUH�UHPHGLDWHG�DFFRUGLQJ�WR�WKH�LVVXH�VHYHULW\��H�J���Ʈ[�FULWLFDO�LVVXHV�LPPHGLDWHO\���
  high severity in 15 days, etc.)
 (f) Ensure that audit trails are enabled and active for systems and applications used to access, store, process, or transmit CCO  
� � 3URGXFWV��HVWDEOLVK�D�SURFHVV�IRU�OLQNLQJ�DOO�DFFHVV�WR�VXFK�V\VWHPV�DQG�DSSOLFDWLRQV��
� �J�� 8VH�FXUUHQW�EHVW�SUDFWLFHV�WR�SURWHFW�WHOHFRPPXQLFDWLRQV�V\VWHPV��DQG�DQ\�FRPSXWHU�V\VWHP�RU�QHWZRUN�GHYLFH�V��XVHG�WR��
  provide CCO Products and to access CCO Products. 

5. 0RELOH�DQG�&ORXG�7HFKQRORJ\�
 (a) Storing CCO Products on mobile, cloud, or portable devices and services is prohibited. Any exceptions must be obtained  
� � IURP�&&2�LQ�ZULWLQJ��DGGLWLRQDO�VHFXULW\�UHTXLUHPHQWV�ZLOO�DSSO\���
� �E�� 0RELOH�DSSOLFDWLRQ�GHYHORSPHQW�PXVW�IROORZ�LQGXVWU\�NQRZQ�VHFXUH�VRIWZDUH�GHYHORSPHQW�VWDQGDUG�SUDFWLFHV�VXFK�DV��
� � 2:$63�DQG�2:$63�0RELOH�6HFXULW\�3URMHFW�DGKHULQJ�WR�FRPPRQ�FRQWUROV�DQG�DGGUHVVLQJ�WRS�ULVNV���
 (c) Mobile application development processes must follow secure software assessment methodology, which includes   
  appropriate application security testing (for example, static, dynamic analysis, penetration testing) and ensuring   
  vulnerabilities are remediated. 
 (d) Under no circumstances are CCO Products to be exchanged between secured and non-secured applications on the mobile  
  device.
� �H�� ,Q�FDVH�RI�QRQ�FRQVXPHU�DFFHVV��WKDW�LV��FRPPHUFLDO�EXVLQHVV�WR�EXVLQHVV��%�%��XVHUV�DFFHVVLQJ�&&2�3URGXFWV�YLD�PRELOH��
  applications (internally developed or using a third-party application), ensure that multi-factor authentication mechanisms are  
  utilized to authenticate users to the application.  
6. 3HUVRQQHO�%DFNJURXQG�&KHFNV��3ROLFLHV��DQG�7UDLQLQJ�
6.1 %DFNJURXQG�&KHFN�
� �D�� &XVWRPHU�ZLOO�FRQGXFW��RU�UHTXLUH��DSSURSULDWH�SUH�HPSOR\PHQW�EDFNJURXQG�FKHFNV�RQ�DOO�3HUVRQQHO�WKDW�KDYH�DFFHVV�WR��
  hardware or software systems that access, use, or store CCO Products. 
 (b) Customer will comply with all applicable federal, state and local laws, including fair employment practices and equal   
� � HPSOR\PHQW�RSSRUWXQLW\��ZKHQ�FRQGXFWLQJ�SUH�HPSOR\PHQW�EDFNJURXQG�VFUHHQLQJV���
 (c) Customer will maintain a process to enable it to learn if any Personnel are convicted of any crimes at any time after the  
� � SUH�HPSOR\PHQW�EDFNJURXQG�VFUHHQLQJ�WKDW�ZRXOG�KDYH�RWKHUZLVH�GLVTXDOLƮHG�VXFK�3HUVRQQHO�GXULQJ�VXFK�SUH�HPSOR\PHQW��
� � EDFNJURXQG�VFUHHQLQJ��5HJDUGOHVV�RI�KRZ�&XVWRPHU�OHDUQV�RI�VXFK�YLRODWLRQ��LQ�WKH�HYHQW�VXFK�3HUVRQQHO�KDYH�DFFHVV�WR��
� � &&2�3URGXFWV��LW�PXVW�SURPSWO\�FRQWDFW�&&2�WR�GLVFXVV�WKH�SRWHQWLDO�LPSDFW�WR�LQIRUPDWLRQ�VHFXULW\�DQG�FRQƮGHQWLDOLW\�
6.2 3ROLFLHV�DQG�7UDLQLQJ�� 
� �D�� 3ULRU�WR�UHFHLYLQJ�DFFHVV�WR�&&2�3URGXFWV��3HUVRQQHO�ZLOO�UHFHLYH�VHFXULW\�DZDUHQHVV�WUDLQLQJ�DSSURSULDWH�WR�WKHLU�MRE��
  function. 
 (b) The access rights of all Personnel with access to systems or media containing CCO Products will be removed immediately  
� � XSRQ�WHUPLQDWLRQ�RI�WKHLU�HPSOR\PHQW��FRQWUDFW�RU�DJUHHPHQW��RU�DGMXVWHG�XSRQ�FKDQJH�RI�MRE�IXQFWLRQ�
� �F�� &XVWRPHU�ZLOO�UHTXLUH�LWV�FXVWRPHUV�WR�PDLQWDLQ�HƬHFWLYH�LQIRUPDWLRQ�VHFXULW\�PHDVXUHV�FRQVLVWHQW�ZLWK�WKLV�$JUHHPHQW�LQ��
� � RUGHU�WR�SURWHFW�FRQƮGHQWLDO�LQIRUPDWLRQ�IURP�XQDXWKRUL]HG�GLVFORVXUH�RU�XVH�RI�&&2�3URGXFWV�

7. 6HFXULW\�$XGLWV�
 (a) Customer understands that its use of CCO Products and compliance with the security requirements set forth in this Exhibit  
� � PD\�EH�PRQLWRUHG�DQG�DXGLWHG�E\�&&2��&&2�PD\��VXEMHFW�WR�*RYHUQPHQW�VHFXULW\�UHTXLUHPHQWV��IURP�WLPH�WR�WLPH�FRQGXFW��
� � RQ�VLWH�VHFXULW\�DXGLWV�RU�UHYLHZV�RQ�&XVWRPHUoV�V\VWHPV�FRQWDLQLQJ�DQ\�&&2�3URGXFWV�DV�LW�UHODWHV�WR�WKH�&XVWRPHUoV��
  compliance with the terms of this Exhibit or the mechanisms Customer maintains to safeguard access to CCO Products.  
  Audits may include an examination of systems security and associated administrative practices. 
 (b) Reasonable access to audit trail reports of systems utilized to access CCO Products will be made available to CCO upon  
  request, for example, during breach investigation or while performing audits.
8. 9XOQHUDELOLW\�0RQLWRULQJ��6RIWZDUH�'HYHORSPHQW�
� �D�� .HHS�RSHUDWLQJ�V\VWHP�V���ƮUHZDOOV��URXWHUV��VHUYHUV��SHUVRQDO�FRPSXWHUV��ODSWRSV�DQG�GHVNWRSV���PRELOH�GHYLFHV��DQG�DOO��
  other systems current with appropriate system patches and updates. 
� �E�� &RQƮJXUH�LQIUDVWUXFWXUHV�VXFK�DV�ƮUHZDOOV��URXWHUV��VHUYHUV��WDEOHWV��VPDUWSKRQHV��SHUVRQDO�FRPSXWHUV��ODSWRSV�DQG��
� � GHVNWRSV���DQG�VLPLODU�FRPSRQHQWV�WR�LQGXVWU\�EHVW�VHFXULW\�SUDFWLFHV��LQFOXGLQJ�GLVDEOLQJ�XQQHFHVVDU\�VHUYLFHV�RU�IHDWXUHV���
� � DQG�UHPRYLQJ�RU�FKDQJLQJ�GHIDXOW�SDVVZRUGV��,'V�DQG�VDPSOH�ƮOHV�SURJUDPV��DQG�HQDEOLQJ�WKH�PRVW�VHFXUH�FRQƮJXUDWLRQ��
� � IHDWXUHV�WR�DYRLG�XQQHFHVVDU\�ULVNV��
 (c) Implement and follow current best security practices for computer virus detection scanning services and procedures: 
  • Use, implement, and maintain a current, commercially available anti-virus software on all systems, if applicable anti-virus
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   technology exists. 
� � r�(QVXUH�WKDW�DOO�DQWL�YLUXV�VRIWZDUH�LV�FXUUHQW��DFWLYHO\�UXQQLQJ��DQG�JHQHUDWLQJ�DXGLW�ORJV��HQVXUH�WKDW�DQWL�YLUXV�VRIWZDUH�LV��
   enabled for automatic updates and perform scans on a regular basis. 
  • If you suspect an actual or potential virus infecting a system, immediately cease accessing the system and do not resume  
   the inquiry process until the virus has been eliminated. 

9. 6HFXULW\�,QFLGHQWV��
 (a) Customer will have a documented plan and associated procedures in case of an information security incident.  The plan  
� � PXVW�FOHDUO\�DUWLFXODWH�WKH�UHVSRQVLELOLWLHV�RI�3HUVRQQHO�DQG�LGHQWLI\�UHOHYDQW�QRWLƮFDWLRQ�SDUWLHV���
 (b) Unless prohibited by law, Customer will notify CCO of any security breach involving (i) the theft, loss or unauthorized  
� � GLVFORVXUH��DFTXLVLWLRQ��DFFHVV�WR�RU�PLVXVH�RI�WKH�&&2�3URGXFWV�LQ�WKH�SRVVHVVLRQ�RU�FRQWURO�RI�&XVWRPHU��RU��LL��D�� �
� � FRPSURPLVH�RI�WKH�FRQƮGHQWLDOLW\�DQG�RU�LQWHJULW\�RI�DQ\�KDUGZDUH��VRIWZDUH��QHWZRUN��RU�WHOHFRPPXQLFDWLRQV�RU�LQIRUPDWLRQ��
  technology systems used by Customer to transmit, store, process or otherwise handle the CCO Products (“Security  
� � %UHDFKq��DV�VRRQ�DV�&XVWRPHU�NQRZV�RU�UHDVRQDEO\�VXVSHFWV�WKDW�VXFK�6HFXULW\�%UHDFK�H[LVWV�RU�GLG�H[LVW��DQG�LQ�DQ\�HYHQW��
� � ZLWKLQ�WZHQW\�IRXU������KRXUV�RI�VXFK�NQRZOHGJH�RU�VXVSLFLRQ���,Q�WKH�HYHQW�&XVWRPHU�LV�SURKLELWHG�E\�ODZ�IURP�SURYLGLQJ��
  such notice, it will nonetheless provide as much of the foregoing information as it is permitted to provide under law at the  
  earliest practicable time it is permitted to do so under law.

10. +HDG�6HFXULW\�'HVLJQDWH� In addition to the above, following requirements apply where Customer or its Personnel are provided  
  access to CCO Products directly or via the Internet (“,QWHUQHW�$FFHVV”):
� �D�� &XVWRPHU�DJUHHV�WR�LGHQWLI\�WR�&&2�LQ�ZULWLQJ�DQ�HPSOR\HH��LW�KDV�GHVLJQDWHG�WR�DFW�RQ�LWV�EHKDOI�DV�D�SULPDU\�LQWHUIDFH�ZLWK��
� � &&2�RQ�V\VWHPV�DFFHVV�UHODWHG�PDWWHUV��7KLV�LQGLYLGXDO�ZLOO�EH�LGHQWLƮHG�DV�WKH��+HDG�6HFXULW\�'HVLJQDWH���&XVWRPHUoV��
� � +HDG�6HFXULW\�'HVLJQDWH�ZLOO�EH�UHVSRQVLEOH�IRU�HVWDEOLVKLQJ��DGPLQLVWHULQJ�DQG�PRQLWRULQJ�DOO�&XVWRPHU�3HUVRQQHOoV�DFFHVV��
  to CCO Products which are delivered by Internet Access, or approving and establishing Security Designates to perform such  
  functions
� �E�� &XVWRPHU�ZLOO�OLPLW�WKH�GLVVHPLQDWLRQ�RI�WKH�&&2�'DWD�3URGXFWV�WR�DSSURSULDWH�HPSOR\HHV�ZKRVH�GXWLHV�MXVWLI\�WKH�QHHG�WR��
� � NQRZ�VXFK�&&2�'DWD�3URGXFWV�DQG�ZLOO�UHTXLUH�WKDW�DOO�VXFK�HPSOR\HHV�DUH�ƮUVW�VXEMHFW�WR�REOLJDWLRQV�RI�FRQƮGHQWLDOLW\��
  substantially similar to those contained herein. Head Security Designate must immediately report any suspicious or   
  questionable activity to CCO regarding access to CCO Products and must disable access by any employee if it is or may  
� � EHFRPH�OLNHO\�WR�UHVXOW�LQ�D�VHFXULW\�WKUHDW��WKH�UHOHDVH�RU�FRPSURPLVH�RI�&&2�3URGXFWV�RU�LI�WKH�HPSOR\HH�
V�HPSOR\PHQW�LV��
  terminated by Customer. CCO reserves the right to temporarily suspend any accounts it deems a security threat. 

11. $GGLWLRQDO�6HFXULW\�7HUPV��
� �D�� &XVWRPHU�DFNQRZOHGJHV�DQG�DJUHHV�WKDW�&XVWRPHU�DQG�HDFK�RI�LWV�3HUVRQQHO�KDV�DQ�RQJRLQJ�REOLJDWLRQ�WR�SURWHFW�DQG��
� � HQVXUH�WKH�FRQƮGHQWLDOLW\��SULYDF\��VHFXULW\��DQG�LQWHJULW\�RI�&&2�3URGXFWV��DQG�WKH�VWDQGDUGV�HPERGLHG�LQ�WKLV�$JUHHPHQW��
  are merely minimum standards of conduct in furtherance of the foregoing continuing obligation.
� �E�� &&2�PD\�SURYLGH�ZULWWHQ�QRWLFH�WR�&XVWRPHU�RI�XSGDWHV�WR�&&2oV�LQIRUPDWLRQ�VHFXULW\�UHTXLUHPHQWV��p8SGDWHG�6HFXULW\��
  Requirements”). Customer will comply with the Updated Security Requirements following a mutually agreed upon and  
� � UHDVRQDEOH�SHULRG�RI�WLPH�DIWHU�DJUHHLQJ�WR�WKHP�LQ�ZULWLQJ��SURYLGHG�WKDW�LI�WKH�SDUWLHV�FDQQRW�UHDVRQDEO\�DJUHH�WR�D�SHULRG��
� � RI�WLPH�IRU�&XVWRPHUoV�FRPSOLDQFH��RU�LI�&XVWRPHU�IDLOV�WR�SURYLGH�&&2�ZLWK�D�ZULWWHQ�FHUWLƮFDWLRQ�RI�FRPSOLDQFH�ZLWKLQ�WKLUW\��
  (30) days after the agreed-upon compliance date, then CCO may terminate this Agreement in accordance with the Contract  
  Disputes Act and refund Customer a pro rata portion of the unused fees already paid.
 (c) Before using any third-party service providers to access, transmit, or store CCO Products, Customer must obtain the prior  
  written consent of CCO. Additional requirements and documentation may be required by CCO.

12.  5HVHUYHG��



0DVWHU�6HUYLFHV�$JUHHPHQW
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Customer understands that CCO cannot provide legal advice regarding the appropriate uses of personal information and that it is 
&XVWRPHUoV�REOLJDWLRQ�DQG�UHVSRQVLELOLW\�WR�VHHN�OHJDO�FRXQVHO�LQ�LQWHUSUHWLQJ�WKH�DSSOLFDEOH�ODZV��+RZHYHU��UHJDUGOHVV�RI�WKH�RSLQLRQ�
RI�WKH�&XVWRPHUoV�OHJDO�FRXQVHO��&&2�ZLOO�DOORZ�RU�UHVWULFW�DFFHVV�WR�&&2�3URGXFWV�EDVHG�RQ�&&2oV�XQGHUVWDQGLQJ�RI�WKH�DSSOLFDEOH�
ODZV��$OO�VXFK�GHFLVLRQV�DUH�WKH�VROH�GLVFUHWLRQ�RI�&&2�DQG�ZLOO�EH�ƮQDO�

*/%$�3(50,66,%/(�86(6���7KH�*/%$�UHTXLUHV�ƮQDQFLDO�LQVWLWXWLRQV�DQG�FUHGLW�UHSRUWLQJ�DJHQFLHV�WR�SURWHFW�WKH�SHUVRQDO�ƮQDQFLDO�
LQIRUPDWLRQ�RI�FXVWRPHUV�DQG�UHVWULFWV�GLVFORVXUH�RI�VXFK�LQIRUPDWLRQ�WR�QRQ�DƱOLDWHG�WKLUG�SDUWLHV��&&2�3URGXFWV�PD\�FRQWDLQ�
information governed by GLBA. While other uses for information may be allowable under the GLBA, the purposes for which CCO will 
allow access to CCO Products are limited to those listed below.
• To protect against or prevent actual or potential fraud, unauthorized transactions, claims, or other liability.
r� 7R�WKH�H[WHQW�VSHFLƮFDOO\�SHUPLWWHG�RU�UHTXLUHG�XQGHU�ODZV�RWKHU�WKDQ�*/%$��DQG�LQ�DFFRUGDQFH�ZLWK�WKH�5LJKW�WR�)LQDQFLDO�3ULYDF\��
 Act of 1978, to law enforcement agencies, to self-regulatory organizations, or for an investigation on a matter related to public  
 safety.
• To comply with federal, state, or local laws, rules, and other applicable legal requirements.
r� $V�QHFHVVDU\�WR�HƬHFW��DGPLQLVWHU��RU�HQIRUFH�D�WUDQVDFWLRQ�UHTXHVWHG�RU�DXWKRUL]HG�E\�WKH�FRQVXPHU�
r� 8VH�E\�SHUVRQV�KROGLQJ�D�OHJDO�RU�EHQHƮFLDO�LQWHUHVW�UHODWLQJ�WR�WKH�FRQVXPHU�
r� 8VH�E\�SHUVRQV�DFWLQJ�LQ�D�ƮGXFLDU\�RU�UHSUHVHQWDWLYH�FDSDFLW\�RQ�EHKDOI�RI��DQG�ZLWK�WKH�LPSOLHG�RU�H[SUHVV�FRQVHQW�RI��WKH�� �
 consumer.
r� )RU�UHTXLUHG�LQVWLWXWLRQDO�ULVN�FRQWURO�RU�IRU�UHVROYLQJ�FRQVXPHU�GLVSXWHV�RU�LQTXLUHV�
 GLBA was enacted to protect the use and disclosure of non-public personal information, including, in certain instances, the use of  
� LGHQWLI\LQJ�LQIRUPDWLRQ�RQO\��DQG�*/%$�SURYLGHV�OLPLWHG�H[FHSWLRQV�XQGHU�ZKLFK�VXFK�LQIRUPDWLRQ�PD\�EH�XVHG���WKHUHIRUH��&XVWRPHU��
� KHUHE\�FHUWLƮHV�WR�&&2�WKDW��D��LW�KDV�GHWHUPLQHG�WKDW�LWV�XVH�RI�FHUWDLQ�LGHQWLƮFDWLRQ�RQO\�SURGXFWV��5HIHUHQFH�3URGXFWV���LQFOXGLQJ��
 but not limited to, Credit Header Products, is pursuant to an exception under GLBA and (b) its use of the Reference Products will be  
 for the GLBA exception(s) designated above.

&XVWRPHU�IXUWKHU�DFNQRZOHGJHV�DQ�XQGHUVWDQGLQJ�RI�WKH�UHVWULFWLRQV�LPSRVHG�E\�WKH�)&5$���&XVWRPHU�DJUHHV�WR�RQO\�XVH�LQIRUPDWLRQ�
WR�ORFDWH�RU�WR�IXUWKHU�LGHQWLI\�WKH�VXEMHFW�RI�D�VHDUFK��&XVWRPHU�PD\�QRW�DQG�ZLOO�QRW�XVH�LQIRUPDWLRQ��LQ�ZKROH�RU�LQ�SDUW��WR�GHWHUPLQH�
D�FRQVXPHUoV�HOLJLELOLW\�IRU�FUHGLW��IRU�HPSOR\PHQW��RU�IRU�WHQDQW�VFUHHQLQJ��QRU�PD\�&XVWRPHU�XVH�LQIRUPDWLRQ�IRU�DQ\�RWKHU�SXUSRVH�
for which Customer might properly obtain a consumer report, except in connection with the collection of a debt. If adverse action is to 
EH�WDNHQ�DJDLQVW�WKH�VXEMHFW�RI�D�VHDUFK�DQG�WKH�EDVLV�IRU�VXFK�DGYHUVH�DFWLRQ�LV�LQIRUPDWLRQ�REWDLQHG�RU�GHULYHG�IURP�LQIRUPDWLRQ��
&XVWRPHU�PXVW�YHULI\�VXFK�LQIRUPDWLRQ�IURP�DQRWKHU�VRXUFH�EHIRUH�WDNLQJ�VXFK�DGYHUVH�DFWLRQ�

For a complete reading of the law, visit: KWWS���ZZZ�IWF�JRY�SULYDF\�JOEDFW�JOEVXE��KWP and 
KWWSV���ZZZ�IWF�JRY�HQIRUFHPHQW�UXOHV�UXOHPDNLQJ�UHJXODWRU\�UHIRUP�SURFHHGLQJV�IDLU�FUHGLW�UHSRUWLQJ�DFW

&(//�3+21(�180%(56���&XVWRPHU�DFNQRZOHGJHV�WKDW�WKH�JRYHUQPHQW�KDV�SODFHG�UHVWULFWLRQV�XSRQ�WKH�XVH�RI�FHOO�SKRQH�QXPEHUV����
Customer agrees that any use of the cell phone numbers provided by CCO as part of the CCO Products will be used in strict 
accordance with all applicable laws, rules, and regulations.

'33$�3(50,66,%/(�86(6���7KH�'ULYHUoV�3ULYDF\�3URWHFWLRQ�$FW�����86&��6HFWLRQ������HW�VHT���pDPPAq���PDNHV�LW�XQODZIXO�IRU�DQ\�
SHUVRQ�NQRZLQJO\�WR�REWDLQ�RU�GLVFORVH�SHUVRQDO�LQIRUPDWLRQ�IURP�D�PRWRU�YHKLFOH�UHFRUG�IRU�DQ\�XVH�QRW�SHUPLWWHG�E\�'33$���&&2�
Products may contain information that is governed by the DPPA. Below are the uses permitted by DPPA:
• Use by any government agency, including any court or law enforcement agency, in carrying out its functions, or any private person  
� RU�HQWLW\�DFWLQJ�RQ�EHKDOI�RI�D�IHGHUDO��VWDWH��RU�ORFDO�DJHQF\�LQ�FDUU\LQJ�RXW�WKDW�DJHQF\oV�IXQFWLRQV�
• Use in the normal course of business by a legitimate business or its agents, employees, or contractors, but only to verify the  
� DFFXUDF\�RI�SHUVRQDO�LQIRUPDWLRQ�VXEPLWWHG�E\�WKH�LQGLYLGXDO�WR�WKH�EXVLQHVV�RU�LWV�DJHQWV��HPSOR\HHV��RU�FRQWUDFWRUV��DQG��LI�VXFK��
 information as so submitted is not correct or is no longer correct, to obtain the correct information, but only for the purposes of  
 preventing fraud by pursuing legal remedies against, or recovering on a debt or security interest against, the individual.
• Use in connection with any civil, criminal, administrative, or arbitral proceeding, in any federal, state, or local court agency, or before  
 any self-regulatory body, including the service of process, investigation, and anticipation of litigation, and the execution of   
� HQIRUFHPHQW�RI�MXGJPHQWV�DQG�RUGHUV��RU�SXUVXDQW�WR�DQ�RUGHU�RI�D�IHGHUDO��VWDWH��RU�ORFDO�FRXUW�
• Use by any insurer or insurance support organization, or by a self-insured entity, or its agents, employees, or contractors, in   
 connection with claims investigation activities, antifraud activities, rating, or underwriting.
r� 8VH�E\�DQ�HPSOR\HU�RU�LWV�DJHQW�RU�LQVXUHU�WR�REWDLQ�RU�YHULI\�LQIRUPDWLRQ�UHODWLQJ�WR�D�KROGHU�RI�D�FRPPHUFLDO�GULYHUoV�OLFHQVH�WKDW�LV��
 required under chapter 313 of title 49, US Code.
• Use by any licensed private investigative agency or licensed security service for any purpose described above.

For a complete reading of the law, visit: KWWS���ZZZ�ưKVPY�JRY�GGO�)HG'33$6WDWXWH�SGI

$&&(66�72�$1'�86(�2)�'($7+�'$7$���&XVWRPHU�ZLOO�QRW�WDNH�DQ\�DGYHUVH�DFWLRQ�DJDLQVW�DQ\�FRQVXPHU�ZLWKRXW�IXUWKHU�
LQYHVWLJDWLRQ�WR�YHULI\�LQIRUPDWLRQ�IURP�WKH�GHFHDVHG�GDWD��ưDJV��RU�RWKHU�LQGLFLD�ZLWKLQ�WKH�&&2�3URGXFWV�  Access to the Death 
Master File as issued by the Social Security Administration requires an entity to have a legitimate fraud prevention interest or a 
OHJLWLPDWH�EXVLQHVV�SXUSRVH�SXUVXDQW�WR�D�ODZ��JRYHUQPHQWDO�UXOH�UHJXODWLRQ��RU�ƮGXFLDU\�GXW\��DV�VXFK�EXVLQHVV�SXUSRVHV�DUH�
interpreted under 15 CFR § 1110.102(a)(1).  The National Technical Information Service has issued the Interim Final Rule for temporary 
FHUWLƮFDWLRQ�SHUPLWWLQJ�DFFHVV�WR�WKH�'HDWK�0DVWHU�)LOH��pDMF”).  Pursuant to Section 203 of the Bipartisan Budget Act of 2013 and 15 
CFR § 1110.102, access to the DMF is restricted to only those entities that have a legitimate fraud prevention interest or a legitimate 
EXVLQHVV�SXUSRVH�SXUVXDQW�WR�D�ODZ��JRYHUQPHQWDO�UXOH�UHJXODWLRQ��RU�ƮGXFLDU\�GXW\��DV�VXFK�EXVLQHVV�SXUSRVHV�DUH�LQWHUSUHWHG�XQGHU�
15 CFR § 1110.102(a)(1). As many credit bureau data services contain information from the DMF, Customer must be aware of and 
FRPSO\�ZLWK�LWV�FRQWLQXHG�REOLJDWLRQ�WR�UHVWULFW�DQ\�XVH�RI�GHFHDVHG�ưDJV�RU�RWKHU�LQGLFLD�ZLWKLQ�WKH�&&2�3URGXFWV�WR�OHJLWLPDWH�IUDXG�
prevention or business purposes in compliance with applicable laws, rules and regulations and consistent with applicable FCRA or 
*/%$�XVH��&XVWRPHUoV�FRQWLQXHG�XVH�RI�&&2�3URGXFWV�DƱUPV�&XVWRPHUoV�FRPPLWPHQW�WR�FRPSO\�ZLWK�WKHVH�WHUPV�DQG�DOO�DSSOLFDEOH�
laws.


